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ABSTRACT

There are different levels of governance in an 
organization, whether dealing with strategies, IT, data 
in general or open data. Data are manageable assets, 
whether for the healthy operation of the institution or 
for sophisticated data analysis. This paper aims at de-
fining the utility of data governance in this context, as 
well as the basic elements for its implementation with 
a bias for External Control organizations.
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1. INTRODUCTION

What is important in an organization? People, 
budget, equipments and real estate, data... It is difficult 
even to think of the operation of organizations if any 
of these elements is missing, which proves the crucial 
importance of all of them. Several of these assets are 
essential to most entities and, consequently, they must 
be well managed and governed in order to maximi-
ze their value. In summary, managing means to gua-
rantee that we do things right, while governing means 
to guarantee that we do the right things (WODZINSKI 
et al, 2015).  

Now that the Federal Court of Accounts (TCU) 
has been investing heavily in data analysis, taking care 
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The second edition of the TCU Governance Gui-
de (2015) brings a summary of interaction between ma-
nagement and governance:

“The functions of governance are:

a. To define strategic direction;

b. To oversee management;

c. To involve stakeholders;

of the data became even more critical, as we can infer 
from the excerpt from the quarterly report below:

A consensus has been reached on the three main 

challenges that the court must overcome in order to obtain 

good results with data analysis: the technical challenge, 

especially related to data quality; the regulatory challenge, 

regarding legal and normative restrictions; and the cultural 

one, concerning behavioral aspects of the people involved 

(TCU QUARTERLY REPORT - 4th QUARTER/2014, p. 101).

Figure 1:  
TCU – Basic Governance Reference Guide applicable to the Public Administration bodies and entities, 2nd edition, p. 32
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d. To manage strategic risks;

e. To manage internal conflicts;

f. To audit and evaluate the management and audit 
system; and

g. To promote accountability and transparency” 
(TCU, BASIC GOVERNANCE REFERENCE 
GUIDE APPLICABLE TO THE PUBLIC 
ADMINISTRATION BODIES AND ENTITIES, 
2nd edition, p. 31).

This logic applies both to the strategic level and 
to the different levels and more focused facets of the ins-
titution. Governance and information technology ma-
nagement, among others, gravitate towards corporative 
governance and management. Governance and mana-
gement of produced and custodial data management 
gravitate towards the latter. Even data governance and ma-
nagement subdivide in the most complex organizations.

2. DATA AND INFORMATION 

It is common to use data and information as sy-
nonyms, as well as knowledge and skill. However, stric-

tly speaking, they represent diferent concepts according 
to professor Valdemar Setzer (2015), from the Univer-
sidade de São Paulo. 

Data is “a sequence of quantified or quantifiable 
symbols”, while information means “an abstraction on 
one’s mind”.

As a simple example, the sequence of symbols 
880. It is a data, either digital or not. If one recognizes 
880 in a list of salaries, we then have the piece of in-
formation of a numerical salary with 880 units. 

On the oher hand, knowledge demands a 
personal abstraction and experimentation (SETZER, 
2015). A company’s employee knows, according to 
their experience, that it means BRL 880,00, minimum 
wage in October 2016 attributed to a just-hired em-
ployee. The number 880 changed from data into infor-
mation and then into knowledge. Finally, an auditor 
has the skill to interact and act on such knowledge 
during an audit. 

This process takes place every day in professio-
nal environments. “Process” is a document, a repeatable 
workflow, a legal instrument, a computer code in exe-
cution or a protrusion of bones? It depends. 

That is when Data Governance comes in, by 
using people’s knowledge and skill to define policies, 
responsibilities, glossaries, metadata, workflows of data 

Figure 2:  
Different levels of governance “gravitating” simultaneously
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in movement, data monitoring and lineage, which allow 
the organization to improve their quality, discovery 
and understanding in order to simplify information and 
knowledge extraction, leading to better analysis and 
business decisions. 

3. NEW OIL IS DIGITAL 

Data are being called “new oil” (VANIAN, 2016), 
but they have always been important and present, 
even before the digital format. However, our focus 
is on digital data, which have been growing in such a 
rythm and variety that they have been associated to 
“tsunamis”, “landslides” and “storms”, or Big Data. In-
ternal data, usually the most aligned to the corporate 
internal work processes are called Small Data (HEN-
DERYCKX, 2016).

A trend among companies is to invest more and 
more in data analysis and visualization, in order to en-
vision more business opportunities and to increase ope-
rational efficiency. Likewise, public bodies, especially 
oversight ones, have been collecting great quantities of 
data from their partners and auditees, in addition to the 
feedback from society in the social networks.

Jan Henderyckx, DAMA Benelux, Chairman, 
presented a generic model for the data cycle:

In this model, notice that the data coming from 
business areas must be well governed. That does not 
mean that custodial external data do not require any 
governance, but primary worries may be others. For 
example, the TCU has an environemnt used by the Ex-
ternal Control as an exploration and external and inter-
nal data-crossing laboratory. 
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Figure 3:  
Example of how symbols relate to several concepts

Figure 4:  
Data cycle 
samples, adapted 
(HENDERYCKX, 2016)
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When necessary, the area responsible for the lab 
adopts the “Opportunity Principle”, which justifies the 
ad hoc inclusion of new bases, even before there are 
quality treatments and more detailed documentation. 
The reason is to avoid the window of opportunity to 
pass. From then on, however, such base becomes eligi-
ble for a  more complete treatment process.

In addition, there is the contextual issue. Low 
quality external bases may be useful to discover audit 
findings in information systems, while good quality 
derived bases, with full documentation of metadata, 
facilitate the analysis of the effective use of transfers of 
financial funds, for instance.

When the model presented is low in quality 
and organization, problems occur in three moments 
(DYKES, 2016):

a. a priori people do not trust the data;

b. there are so many sources that people do not 
know which one to use; and

c. there is analysis paralysis, when it is difficult to 
know when the analysis is good enough.

That said, we can turn to data management and 
governance. 

4. DATA MANAGEMENT 

Organizations usually already manage their data, 
especially the structured and semistrcutured data. Re-
garding the way it is done, it is common for manage-
ment to follow good practices in their niches by force 
of necessity and knowledge shared by the internal peers 
and partners, such as the ones from the IT-Audit com-
munity, with around 20 oversight bodies that discuss 
better practices in IT. The systematization of the per-
formance niches is displayed in frameworks as propo-
sed in the DMBoK (MOSLEY et al., 2012), of DAMA 
International.

In the new version of this framework, even te-
chniques that are more modern, such as integration 
by web services and publish-subscribe, have been 
addressed as ways of data to circulate locally or in 
clouds among systems or systems modules (BRAD-
LEY, 2016).

Nevertheless, the topic Data Governance (whi-
ch is a kind of “glue” for all the processes related to 
the subject) is only now gaining energy, since com-

Figure 5:  
Synthetic view of the data framework, according to DMBoK
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panies and organizations that depend on those data 
want to extract the maximum value from this more 
and more widespread and more complex asset. It is 
worth remembering that there might already be areas 
that govern their data well. In such cases, according 
to the English politician Lucius Cary, “where it is not 
necessary to change, it is necessary not to change” (In: 
SEINER, 2014).

Information is the raw material for the work of 
any oversight body. Their final products (determina-
tions, recommendations) are primary sources of infor-
mation to all of their auditees.

5. DATA GOVERNANCE

We finally reached a formal definition, according 
to John Ladley (2012):

Data governance is the organization and implementation 

of policies, procedures, structure, roles and responsibilities 

which outline and enforce the rules of engagement, 

decisions, rights and accountabilities for the effective 

management of information assets.
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Regarding the definition, we will briefly discuss 
the need for principles, policies, data stewards and data 
classification, glossaries and metadata, leaderships and 
implementation approaches.

It is important to know the limits. Very bureau-
cratic data governance is an invitation to disobedience; 
on the other hand, excessive flexibility can lead to dis-
governance, to a less efficient data management. That 
is why we should start by defining principles.

5.1 PRINCIPLES

Very specific, logical and feasible principles facili-
tate all the next steps. For instance, if the principle “data 
are corporate assets” is adopted by the organization, 
we must treat the entity “data” as we treat other assets: 
continuous improvement, definition of responsibilities 
etc. (LADLEY, 2012). 

Each organization has its own principles. The 
following list is illustrative and is not exhaustive.

5.2 POLICIES

As John Ladley (2012) said, policy is what “give 
teeth to the principles”. It is the formal document that 
makes the organization adopt the discussed principles. 
It is also common for policy to define the responsibility 
for the data (data stewardship), as well as the organi-
zational structure which will conduct and monitor the 
efforts of Data Governance.

As a good example, we suggest reading the In-
formation Governance Policy of the Central Bank of 

Brazil, published under Ordinance 47, of February 20, 
2013, updated in 2016. 

5.3 DATA STEWARDSHIP AND CLASSIFICATION

Data stewards are people or groups of people 
who have the responsibility of taking care of data 
under their business sphere. This is a fundamental 
change since it shares with IT the mission of taking care 
of the corporate data.

Suppose that the quality principle has been adop-
ted. That means that business areas have to worry about 
the quality of data they generate for themselves and for 
others, and they must state quality problems in reports 
and any other sources that come from other business 
areas. The Data Governance Office, or its equiva-
lent, is the department that will support data stewards 
in this duty.

Law 12.527/2011, known as the Information Ac-
cess Law, formalized a guideline for the Public Admi-
nistration, which says “publicity [of information] as a 
general rule and of secrecy as an exception”. Therefore, 
the data stewards must also actively classify informa-
tion they produce and guard, in order to accelerate the 
availability of public data or to restrict them according 
to the law.

5.4 GLOSSARIES AND METADATA

Glossaries, or vocabularies, define and elimi-
nate ambiguities regarding business terms, such as 
the term “process”, mentioned in section 2. The TCU 
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Table 1:  
List of some of the principles for implementation of Data Governance

Source: adapted from LADLEY (2012)

Principles Description

Golden rule All data are treated as corporative assets

Federation There are defined patterns for data structures

Efficiency Relevant data must be available to authorized users at the right moment, at the right place and in the right format 

Quality Corporative data are measured and managed to provide quality

Risk management Comply with legislation, policies and internal rules regarding data

Collaboration Corporative data are shared and disclosed resources

Contextualization The context of use of data changes the way it is stored, treated and used

Innovation New techniques are encouraged, following the other principles
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Figure 7:  
Edited sample of integrated technical metadata

keeps the Vocabulary of External Control (VCE), cre-
ated, according to the Minister-President Aroldo Ce-
draz, “to standardize the treatment of specialized 
information and to grant greater agility and precision 
to the recovery of contents in the TCU information 
systems” (VCE, p.5).

The classic definition of metadata is “data 
about the data”. However, we can extend such 
concept to two aspects: business and technical 
metadata.

Business metadata are those that contextualize 
data that is stored or in movement. For instance, con-
sider the WZV table of TTNN (hypothetical) database. 
Since the business area and the domain experts know 
this subject, they can enrich the existing metadata 
with specific information. Now, data scientists will 
know that the WZV table contains suppliers’ registra-
tion data and that the TTNN base brings audited or-
ganizations that, among others, have purchased from 
those suppliers. 

On the other hand, technical metadata are tho-
se which bring IT information about the data, such as 
tables and columns names, load dates, version, sizes, 
types etc.

The “magic” happens when technical and busi-
ness metadata are integrated to discovery and use 
for analysis and change management areas. At TCU, 
there are some actions in this direction. The VCE data 
are being slowly integrated to other information tech-
nology solutions, in order to optimize and standardize 
the use of concepts. Another one is a tool specialized 
in metadata that shows, in an integrated way, infor-
mation originated from data modeling, integrations 
through ETL (Extract Transform Load) and corporate 
databases.

5.5 STRCUTURES

Each Corporation has its own culture and ne-
eds, and it would not make sense to have only one 
type of organizational structure to govern data. The 
CDO (Chief Data Officer) figure is increasingly com-
mon. The following are some of the ways used, ac-
cording to Bergson Rêgo (2013): 

Figure 6:  
VCE front cover of the January/2016 issue 
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Figure 8:  
Simple hierarchic structure (RÊGO, 2013)

a. CIO heading IT centralized team, which interacts 
with the business;

b. CDO interacting with IT and a central data ma-
nagement area of the business;

c. CDO interacting with IT and several data mana-
gemnt areas of the business; or

d. a CDO for each great line of business interacting 
with IT (hybrid).

The hybrid structure is particularly interesting 
and used in practice in a great multinational bank (IP-
POLITI, 2016). Due to the wide internal variety of avai-
lable data, they have decided to divide them in great 
lines of business. 

5.6 IMPLEMENTATION APPROACHES

There are three more common structured 
ways of implementing Data Governance (SEINER, 
2016):

a. Command and control;

b. Traditional; and

c. Non-invasive.
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Figure 9:  
Hybrid structure, adapted (IPPOLITI, 2016)
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On the command and control approach, the hi-
ghest-level committee defines the rules, determines data 
stewards, purchases tools and demands results. 

The traditional one identifies the data stewar-
ds and guides them with more generic processes and 
existing tools, and measures results by analysing the 
involved data. 

Finally, the non-invasive one formalizes the tacit 
data stewardship, focuses on applying the existing pro-
cesses, encourages building of tools and the use of the 
current ones and measures results through the percei-
ved increase in efficiency and effectiveness of analysis 
capabilities.  

As we have already highlighted, none of them is 
necessarily better than the other one. It all depends on 
the culture and needs of each organization.

4. CONCLUSION

Despite the current importance of the theme 
Data Governance, it will be even greater in the future, 
when there will be great automation, even of intelectual 
activities, as long as they are repeatable. Data, whether 
originated from informatized systems or from sensors 
in day-by-day objects, will be a basic instrument for 
such automation. 

That means that organizations should cap-
ture data, store them in an effective way and 
automate analysis with cognitive algorithms (HEN-

DERYKCX, 2016). According to Ian Rowlands 
(2016), business metadata will have their seman-
tics, and not only their syntax, inferred by algori-
thms and crowdsourcing (big groups thinking and 
collaborating). 

It is also an increasing challenge to identify and 
reduce dark data, which represent loss of opportuni-
ties, waste of resources and risk (ROWLANDS, 2016). 
Rowlands reiterates an excerpt from a statement of the 
Auditor General of Canada in which this is a problem 
to be fought: 

One of the topics that unite many of our audits is that data 

collected from many governamental organizations are 

either unusable or are not usable, or are not used (Auditor 

General of Canada in ROWLANDS, 2016). 

To make such reduction possible, the need to go-
vern such data is pressing – in the right dosage for each 
case and context, always focusing on the mission and 
vision of the institution. 
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