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Letter to the Reader

Dear reader,

Thisissue of the TCU Joumal, inline with the currentsituation of the country; covers the trending topic of the
lastfewweeks, thatis: fighting corruption, for corruption is responsible for affecting society’s self-esteern, for
infecting the political system and sweeping the economy.

Misuse of public resources, awell-known fact by all of us, does notonly affect us today, butalso influences
the future of the generations to come, because it takes away the basic conditions for a long lasting and so-
cially sustainable development. According to the latest studies, the average costof corruption, every year, is
between 1.38% and 2.3% of Brazil's GDP

To this end, itbecarme relevant to mention how the Supreme AuditInstitutions (SAI) actions impacton the
development of mechanisms that may inhibit unsound practices to the Public Administration and, subse-
quently; harmful to society.

Auditinstitutions, aswe all know; already show in their reports verification regarding aspects that, somehow,
show evidence of procedures and practices thatmightlead to any potential misuse of public resources. Al-
though, itis important to always seek improvement of the oversight methods and techniques adopted, so
we can detectmismanagementof public funds before ithappens.

The Federal Court of Accounts of Brazil (TCU) has invested continuously in initiatives in this direction. In
October of 2015, TCU started the “Fight against Misappropriation and Iregularities” Project, within the
General Secretariat of External Control (Segecex), which purpose is to disseminate good practices in facing
fraud and corruption in the Public Administration and, as partof the second phase of the project, to elaborate
guidelines on how to actfocusing on fighting such iregularites.

More recendy, in last January, we created the Department of Special Operations for Infrastructure (Seinfra-
Operagdes), responsible for the oversightand otheractivites related to the “Operagio LavaJato” (Operaton
Carwash) investigaton, and the following up on the Leniency Agreements signed with the Comptroller
General of Brazil (CGU), according to the statementof the head of the Department, Rafael Jardim Cavalcante.

Itis also important to mention the article by SAI Portugal, “the external control as a tool for fighting corrup-
tion — the role of the Supreme Audit Institutions”, written by Portugal's govemment auditor Ruth Serra, in
which, after writing on the characteristics of the different types of audits, she demonstrates the importance
of forensic audit for preventing and detecting fraud.

Howvever, to achieve agility and efficiency of procedures and optimization of results, itis essential the use of
new technologies and paradigms associated with the intensive use of electronic data.

Animportantcondition to leverage oversightactivities in an increasingly connected society is the extraction
ofinformation and knowledge from the abundantsources of data available today. TCU, aware of this reality,
and in order to make our performance even more focused, imely and efficient, has encouraged the use of
the data applied science to the External Control. Thatis the scope of the article “Computational Intelligence
applied to the external control: pattem classification using artificial neural networks”.

Similarly, TCU has invested in advanced data analysis, seeking to build predictive models. Techniques
such as deep leaming, presented in the article of the federal govemnment auditor, Luis Andre Dutra e Silva,
are among those used in the Court. Segecex, through the Department of Information Managementfor the
External Control (Seginf), has coordinated initiatives for developing structuring corporate solutions, such as
“e-contas” and “e-TCU”, as well as elaborate predictive models to support planning and implementation
ofactions, such as the risk rankings in voluntary transfers and in public procurement. The Court, however,
still has along way to go.

Thisvision of the futureis confirmed on the interview of the Chief Scientistof the US Government Accoun-
wbility Office (GAO), Timothy Persons, in which he expressed his position on the use of data analysis in
the activities of External Control. According to him, information processing is not going anywhere, and it
isamistake to consideritas a trend. In the interview, the scientistexplained the various uses of this tool and
stated that the SAls, that have fightagainst corruption among their challenges, would reach better results if
they include advanced technologies to their resources.

Enjoy the reading!
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Timothy Persons
Chief Scientist of the United States Government Accountability Office (GAO)

Dr. Timothy M. Persons is a member of the Senior Executive Service of the US.
federal government and was appointed the Chief Scientist of the United States Go-
vernment Accountability Office (GAQO) in 2008. In this capacity, he serves to direct
GAO's Center for Science, Technology, and Engineering (CSTE), a group of highly spe-
cialized scientists, engineers, and operations research staff. In these roles he directs
science and technology (S&T) studies and is an expert advisor and chief consultant
to the GAQ, Congress, and other federal agencies and government programs on
cutting-edge S&T, key highly-specialized complex systems, engineering policies and
best practices, and original research studies in the fields of engineering, computer,
and the physical and biological sciences to ensure strategic and effective use of S&T
in the federal sector.

During this interview to Revista do TCU Dr. Persons talked about the importance
of data analytics to the work carried out by an audit institution, especially when it
comes to curbing corruption and fraud. In his opinion, a Supreme Audit Institution
(SAl) who remains behind on implementing data analytic approaches will face li-
mitations in its effectiveness in finding and fighting fraudulent activities. Although
believing that the future of auditing will be almost entirely data analytic in nature, he
emphasizes that technology will never replace the collective wisdom of experien-
ced professionals.
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Data
analytics
and the
fight
against

S corruption

Until a few years ago, public ins-
titutions had to struggle with the
problem of access to information.
Apparently, the efforts to overco-
me such situation generated ano-
ther problem. Nowadays, thereis a
vast array of information available
and, consequently, the need to find
the needle in the haystack. In this
context, what is the importance
and the benefits of data analytics?

This is really an evolutiona-
ry issue for public institutions.
Although it is indeed the case that
there were prior problems, I don’t
think the advent of Big Data in
and of itself will eliminate every
access and data quality issue fa-
ced by the institution. What has
changed is the relative abundance
of data, the dramatic reduction of
the cost of storage and computa-
tion, and new ways of thinking
and methods associated with effi-
ciently extracting value from the
data. As such, data analytics has
rightly become very important to
the business of public institutions,
especially for those who employ
creative, problem-solving appro-
aches to their mission challenges
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coupled with a subtle, but impor-
tant shift in their view of data as
an expense/problem to be mana-
ged to data as an asset/opportuni-
ty to create value.

Is data analytics just a tempora-
ry trend or the key to solve from
basic to sophisticated problems?

There’s nothing temporary
about data analytics. For exam-
ple, here in America we utilize the
word “Google” as a verb (I ‘goo-
gled” TCU to learn more about
it as an institution). Although it
will certainly not be the answer
or approach to all problems, data
analytics done well does broaden
the available solution space for
certain types of problems which
involve goals such as improving
efficiency, providing more inci-
sive insight on root causes, and
supporting more informed deci-
sion making.

Corruption and fraud are major
problems faced by Brazil and, the-
refore, major challenges presented
to the Brazilian Court of Accounts.
In your opinion, how data analytics
may be used by the Court in order
to tackle fraud and corruption?
From my perspective, fraud
and corruption are effectively
cost-benefit analyses done by
people who might fall into the
temptation of bettering themsel-
ves at the expense of others. As
such, the rise and proliferation of
effective anti-fraud data analytics
approaches has increased the risk
and cost of being discovered doing
nefarious things and subsequently
being prosecuted thus effectively
suppressing fraudulent behavior.
In this same manner, [ imagi-
ne that the Brazilian Court of
Accounts would very much bene-
fit from fraud analytic approaches

January/april 2016
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O
[ believe SAls who

are faced with significant
corruption-fighting
challenges would do well 1o
leverage existing technologies
and approaches as part of

their arsenal of methods.

such as linking software for social
network/tracking funds kind of
analyses, geospatial analysis, text
mining of large datasets for sense-
-making purposes, among others.

How important is it for Supreme
Audit Institutions (SAls) of coun-
tries in great need of fighting
corruption to invest in projects
related to data analytics?

SAls who remain behind on
implementing approaches will
face limitations in their effec-
tiveness at finding and curbing
fraudulent activities. Itis indeed
possible for a given SAI to pre-
serve a business model which
uses conventional methods alo-
ne, but [ wouldn’t expect it to be
as effective as those SAls which
add to conventional methods
augmented or assisted by newer
data analytics approaches (some
of which have reported dramatic
improvements in the effective-
ness of their revised and upda-
ted business model). As such, I
believe SAIs who are faced with
significant corruption-fighting
challenges would do well to le-
verage existing technologies and
approaches as part of their arse-
nal of methods.

Could you mention a case/situa-
tion in which data analytics made
the difference in curbing corrup-
tion and promoting transparency?

The U.S. Department of
Agriculture (USDA) saw a dra-
matic drop in fraudulent claims
for crop insurance after they
implemented data analytics ap-
proaches. Their Crop Insurance
Program Compliance and Integrity
Data Warehouse utilized multi-
ple datasets to prevent fraudulent
claim payments which resulted
in billions of dollars in savings.
Specifically, USDA data analysts
utilized access to 170 data sour-
ces - including several terabytes
of policy information, 120 tera-
bytes of weather, satellite and
other remotely sensed data, and
1.8 million crop insurance policies
across 3,200 counties — to look for
atypical patterns among insurance
claims, cross-checking them with
data from high-solution satelli-
te images and weather records.
Their approach involved both
conventional prosecution activi-
ties as well as newer, “softer” ap-
proaches where letters of inquiry
were sent to claimants who were
suspected of fraud. This latter
method resulted in a subsequent
dramatic drop in claims simply
because the participants in the
program quickly became aware of
USDA's new ability to detect fraud
or suspected fraudulent activities.

The use of information obtained
by means of data analytics may be
limited to either open or shape an
investigation or do you believe it
could be used as a piece of formal
evidence?

[ believe that these new me-
thods will need to be court tested
in time such that they will evolve
to where they can be utilized as
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formal evidence in a trial. That
said, I believe they can and should
be utilized to shape or inform
investigations. Once the newer
methods are tested and refined
through many cases for tipping
and cueing kind of tasks, I think
we will begin to see them introdu-
ced in due time as formal evidence
in court cases. (¢f., Daubert stan-
dards utilized here in the U.S.)

One of the duties of the Brazilian
Court of Accounts is to assess
whether a governmental body
is achieving economy, efficiency
and effectiveness in the employ-
ment of available resources. How
data analytics could be used to
the benefit of a performance
audit and help to shape public
policies.

In my view, performance
auditing practice and methods
are prime candidates for explo-
ration and piloting of advanced
analytics. Here at GAO, we are
well known for our conventional
analytic methods and we are in
the process of considering and
piloting some of the newer appro-
aches to see what, if any, things
we might be able to do to sup-
port the economy;, efficiency, and
effectiveness of various public
sector operations...including our
own. As in other problem sets,
data analytics methods may or
may not add value to various ac-
tivities of an SAI. Even so, in my
experience, when such methods
have added value they usually do
so in a transformative manner.
Once again, I think we’ll need to
keep track of how SAls are using
new analytics approaches and
remain connected and share les-
sons learned about what works
and what doesn’t as we walk this
path together.
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The rise and proliferation
of effective anti-fraud data
analytics approaches has

increased the risk and

cost of being discovered

doing nefarious things
and subsequently

being prosecuted thus

effectively suppressing
fraudulent behavior.

Could you mention a practical
example?

One of our earliest pilots in-
volved text mining of a thousand
documents to sort and cluster them
according to a pre-defined taxo-
nomy based on the audit objecti-
ves. By having an algorithm sort the
documents according to topic (for
example, some documents of this
federal grant program were related
to funding, some were technical in
nature, and some contained geos-
patial information). As a result, a
large amount of analytic time was
saved by using this newer approa-
ch since, based on the questions of
the audit, the analysts could read
only that subset of all the docu-
ments that were relevant to them.
Our pilot demonstrated that this
approach (tested on a previously
completed job using conventional
methods) resulted in a reduction of
weeks to hours of analytic time to
achieve the same results.

Is data analytics the future of au-
diting? Would you define it as a
decision-making system or a de-
cision supporting system?

I believe the future of audi-
ting will be almost entirely data
analytic in nature. Specifically,
data analytics will transform the
accountability business wherever
“gut” instincts or audit process ine-
fficiencies lay. That said, I don’t
believe data analytics will ever be
a decision-making system in and of
itself (i.e., it will never replace the
collective wisdom of experienced
people), but will remain a decision
supporting system (i.e., it will
support more efficient and more
effective data driven operations.)

What are today’s cutting-edge te-
chnologies that a SAl must have in
order to perform its duties?

From my perspective, SAls who
wish to conduct advanced analytics
would do well to utilize data visu-
alization, statistical computation,
link and network analysis, geospa-
tial analysis, text mining, document
clustering, and optical character
recognition software packages.
Supporting infrastructure for data
analytics involves the use of struc-
tured and unstructured databases
as well as cloud and/or Hadoop ar-
chitectures (depending on your data
access and management policies).
As always, the technologies should
serve the mission elements and not
vice versa.

Could you mention any limita-
tions that still need to be overco-
me in order for data analytics to
provide better results for a SAI?
Although there are technical
(i.e., ICT architecture) and me-
thodological (i.e., data reliability)
challenges which would need to
be addressed by an SAI desiring to
develop and operationalize data
analytic approaches, the primary
limitation [ have noted is cultural
in nature. This is to say, institutio-
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nal culture might resist new me-
thods because, for example, they
are unfamiliar (or may have been
developed externally), they often
require working dynamic, socially-
-integrated teams, and are likely
to have a high rate of failure when
attempting to evolve new analytic
methods. The solution to such
cultural barriers involves strong,
consistent leadership supporting
the new methods (i.e., “tone at the
top”), the enablement of creative,
problem-solving kind of thinking
(often found in the more junior sta-
ff who are likely to be more open
to the new methods), and a willing-
ness to experiment and be wrong
at times, but to learn quickly from
each failure such that lessons lear-
ned are incorporated into the next
iteration. Building symbiotic re-
lationships with mission partners
within an institution is also a sine
qua non of data analytics.

Which SAls are presently more ad-
vanced in the use of data analytics?
What did they do differently than
others that are not so advanced?
Although I'm not familiar with
all SAIs, much less the extent to
which they utilize data analytics,
the ones who participated in the
recent joint GAO (USA)/CNAO
(China)-hosted event included (in
addition to the hosts), Brazil, UK,
Canada, the Netherlands, Norway,
South Korea, and New Zealand.
Indications from the conference
were that many of these SAIs are
building capacity and creatively
enhancing their baseline capabi-
lities to enhance the performance
of their institutions. What struck
me as a common theme from the
proceedings was their willingness
to think in an innovative context
by essentially asking themselves
the following question: “How mi-
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[ have been impressed
with what TCU has been
doing in data analytics and
regard much of their efforts
as pioneering for the global

accountability community.

ght we dramatically improve or add
to our baseline capabilities with these
new methods and tools¢” Some are
succeeding because they have to...
they don’t have an abundance of
staff to employ more manual or
labor intensive methods. Others
have been allowed to innovate
through exploration of methods
and a greater openness to what the
new methods (including having
a high tolerance for trying thin-
gs that don’t work, but adapting
quickly and incorporating lessons
learned in an agile process of con-
tinuous testing and development.)

How important is the role of Chief
Data Officer (CDO) in a SAI? What
should be expected from such
desk?

I think the INTOSAI commu-
nity will see an increase of SAI
CDOs over time, especially as the
community evolves to recognize,
embrace, and deploy the new ap-
proaches. In that way, I think the
role of the CDO will be seen as
increasingly important, even neces-
sary, for more efficient and effecti-
ve operations of SAls. One critical
distinction will involve making
sure that the CDO isn’t confused
with or subsumed under the CIO.
CIOs have a very important role
for the management and security
and ICT infrastructure and should
be integrally partnered with the

CDO, butis generally not designed
to perform the functions of a CDO
in terms of analytics with the data.
The CDO should be expected to
develop functional, symbiotic rela-
tionships with the desired mission
elements of the SAI and should be
allowed to work in an innovation
context which allows them to sa-
fely fail, butlearn and adapt to find
workable operational solutions.

Considering your knowledge
of the work performed by the
Brazilian Court of Accounts,
would you say the Court is in the
right path when it comes to data
analytics? What would you evalu-
ate as a good move and in what
areas the Court is still lagging?

I have been impressed with
what TCU has been doing in data
analytics and regard much of their
efforts as pioneering for the glo-
bal accountability community.
Given the top-level support from
the President and the extensi-
ve research into developing and
deploying capabilities (including
travels and interviews with ex-
perts), and the success of some
early pilots which they shared at
a recent conference, I believe TCU
is exhibiting the elements of long-
-term, sustainable success in the
use of data analytics in support
of their various missions. As I
understand the way forward for
TCU, I applaud the institution’s
embrace of the overall datafica-
tion of Brazil something that, if
leveraged properly through appro-
priate data analytics, should yield
ongoing benefits to the Brazilian
taxpayer. The challenge then will
be to address the data reliability
and methodological verification of
the analytics in order to increase
confidence, assurance, and effi-
cacy of the new methods.




Opinion

Igo Estrela

Rafael Jardim Cavalcante
Secretary
Extraordinary Department of
Special Operations in Infrastructure
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The role of courts of accounts
in the fight against corruption

The exact delimitations of the role of the Federal Court of Accounts in fighting corruption are
still under discussion. In its duty to carry out the external control of the Public Administration, the
“network of Courts of Accounts”, hand in hand with the legislature, is the eyes of society for the sound
management of public funds and policies. Because of its increasingly specialized role - in each part/
context/situation of the complex state activity - the Courts translate for the citizens, in an analytical
manner, the adequacy of the administrative freedom of managers regarding the respective suitability
of the acts in the strict interest of society.

In the case of the eternal economic dilemma of scarce resources, it is compelling that the State
acts economically, efficiently and effectively in a governance to produce the best possible results
for society. The Courts of Accounts act, after all, to enhance the latter objectives: roughly, whether
showing to the administrators the risks, opportunities and recommendations once the favorable
conditions to amplify more efficient and effective action are identified; whether in a compliance bias,
demonstrating (and punishing) behavior, processes and decisions made on the wrong side of the law
and the principles governing public administration.

The corruption of public officials, in this sense, is an intrinsic factor of state inefficiency. While
bleeding resources that otherwise would make the public policies and spending more efficient and
effective, the State political legitimacy itself is compromised in an unrest that antagonizes “social
peace”, idealized in the old days when the Republic was established. Thus, the Courts of Account,
as institutions established to monitor broadly the adherence to these Republican interests, control the
Public Administration in view of its improvement, being invariably entangled in this whole context
of “fighting corruption”.

In fact, corruption is always the result of a failure in the State governance. If public managers
must work for citizens - the golden rule of public governance - corruption is the classic management
by self-interest or that of third parties.

The issues are: is the state apparatus enough to fight such corruption? Are the control structures
efficient? Where are the main risks? Is the regulatory framework consistent with the control needs,
without sacrificing efficiency? How to strengthen the control measures to make all this apparatus
more efficient?

In the international literature on the subject, the fight against corruption can be summed up in
the triad of prevention, detection (oversight) and accountability (punishment) .

In compliance with the constitutional role of the Courts of Accounts and according to the time
of its performance - in concurrent and ex post audits — it is paramount to meditate (and account for
results) on the role of TCU in these variables.

Aware of the demands of society for those responses, in terms of strategic initiatives, TCU took
two key steps:

® Established the Project Fighting Embezzlment and Irregularities (Projeto Combate a Desvios
e Irregularidades);

* Established the Extraordinary Department of Special Operations in Infrastructure - (Secretaria
Extraordindria de Operacdes Especiais em Infraestrutura-SeinfraOperagdes).

The project Fighting Embezzlement and Irregularities - created in October 2015 - is headed
by the Office of the Coordinator-General for Core Public Management Services and has the support
of the Department of Methods and Support to External Control. This action intends to both provide
answers to the Public Administration itself in setting a reference to fight fraud and corruption in the
management and internal audit area, as well as identify opportunities for improvement of External

Control in this area.
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More specifically, the reference aims to map
and disseminate best practices in fighting fraud
and corruption in the Public Administration.
The purpose is to provide answers and optimal
activity actions related to the management of
ethics and top management position; trans-
parency and accountability of its activities;
to the complaints services and investigation
procedures, implementation and review of
preventive and detective controls; to the role of
internal audit and risk management unit, to the
punishment of those responsible for fraud and
correction of damage; among other actions. In
a second stage, the project intends to prepare,
under the External Control, regulatory guide-
lines for conducting control actions focused on
fighting fraud and corruption.

Seinfra Operations, likewise, came in
a very specific context. Established in January
2016 with 20 admittedly experienced auditors,
their first responsibility was to prioritize the
inspections and instructions related to “Lava
Jato” Operation, which already has more than
50 cases.

The works in the department currently
cover Petrobras contracts in the refineries of
Comperj, Abreu e Lima and Parand Refinery
(Repar); in addition to the public works, pur-
chases and services of Eletronuclear in the mega
project of Angra III. Also included in the scope
of Seinfra Operations are investments in ther-
mal companies, probes, international platforms
and contracts directly involved with “Lava Jato”
Operation.

The audits in these ventures differ from the
others not only due to the peculiar social appeal
of the matters discussed, but mainly because of
the type of information that is the facts to be
tried in the proceedings. The different context
isreflected in the fact that the judge responsible
for conducting the “Lava Jato” Operation shared
with TCU information from the investigations.
In this background, it is necessary to evaluate
how to extract the most out of these processes
aimed at the triad of fighting corruption: pre-
vention, detection and accountability.

Also, in view of the natural experience in
the handling of “unconventional” documents
(largely secret), Seinfra Operations is respon-

sible for all the follow up in the infrastructure
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area, the Leniency Agreements that might be in
negotiation with the Office of the Comptroller
General, pursuant to Law No. 12846 / 2013
(Anticorruption Law).

Naturally, before this immersion of infor-
mation applied to external control, it is urgent
to build solid mechanisms, in possession of such
data, to perform in a predictive and preventive
manner, maximizing the efficiency of control re-
source allocation based on previously identified
risks, in close synergy with the performance of
other core business departments of TCU.

For this purpose, the Department was
divided into three subunits: a typical Division
for analyzing and conducting audits; an infor-
mation Service for collecting and handling such
information; and a Work Group for the specific
application of selected information in external
control processes.

From the perspective of performance, if in
a “traditional” action of control —where there
is access to the usual administrative documen-
tation - specialized auditors can eventually
identify overpricing and overbillings that can
constitute “fuel” for llicit payments, “privileged”
documents that both leverage the possibility of
identifying such “excess” and enable recogni-
tion of those accountable and other irregularities
that, otherwise, would missed.

The establishment of knowhow - and a legal
framework to collect and treat such information -
extends the bias of “detection” and accountability
of fraud. It leverages a broader view (fairer and
more effective) of “governance of corruption”
where possibly certain public officials are deli-
berately appointed to produce disastrous results.

With “special” information, sometimes
produced by “four hands” with other control
institutions - in a sum of expertise — we aim to
achieve a gray mass of responsibilities that was
formerly impossible. The wide accountability
of this network, of course, is far more effective
for the Republic, for it catalyzes the extraction
of the true roots of governance (corruption or
governance) built to produce spurious results.

An example of the potential of such in-
formation was demonstrated by the TCU in
Judgment 1,990/2015-Plenary, reported by
the Hon. Minister Benjamin Zymler in the
trial of the Delayed Cracking Unit (UCR)

from the Abreu e Lima refinery of Petrobras in
Pernambuco. In that case, a loss which at the
time was of around R$ 150 million, given the
treatment of tax information obtained with
authorization from the court responsible for
conducting the “Lava Jato” Operation, became
(still perfunctorily!) an overpricing of almost R$
700 million in just one contract.

Similarly, in Judgment 2960/2015-Plenary,
the Atmospheric Distillation and Diesel
Hydrotreating Units, both from the Abreu e Lima
Refinery, alatentloss of R$ 1.07 billion would be
impossible to be meticulously designed without
the information collection so authorized by law.

In the Parana Refinery (Repar), the hon.
Substitute Minister André Luis de Carvalho an-
nounced to the Plenary of the TCU, in Judgment
2163/2015-Plenary, R$ 1.3 billion in losses, after
re-examining the facts in the face of the “new “pro-
cedural context verified with new elements from
the processes shared by the “Lava Jato” Operation.

Understanding the need for obtaining and
processing information associated with the
massive investment in information technolo-
gy also enabled the production of Judgment
3089/2015-Plenary, reported by the Hon.
Minister Benjamin Zymler. With statistical and
computerized handling of all contracts from
Petrobras involving more than R$ 100 million,
inthe Supply Department, the Court warned the
agencies responsible for conducting the Leniency
Agreements in “Lava Jato” Operation that “the
most likely amount” from the loss of cartels in
Petrobras was of 17%; or R$ 8.8 billion in the
Supply Department; or, extrapolating to the other
contracts, a potential R$ 29 billion in total losses.

The expectation, with these strategic ini-
tiatives, is to offer society measures that have
been taken in external control in view of the
social and political moment in the country. It
is known that it is necessary to account for the
possible “reinvention” of control, which is capa-
ble of making it more in line with the demand to
take action against the pillars of corruption. This
issue must be studied and offered to citizens
without prejudice of learning from the results
presented. Not so much in view of the structural
measures already taken, as demonstrated, but
mainly in terms of the learning obtained from

the results already achieved.
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Partnership Against Corruption

The Federal Court of Accounts of Brazil (TCU) participates in the Nacional Strategy to combat
Corruption and Money Laundering (Enccla) since its creation, in 2003. It is an initiative
that consists in the articulation of various agencies from the three branches of the Republic,
public ministries and civil society that act, directly or indirectly, in preventing and combating
corruption and money laundering. During this long partnership with Enccla, TCU has contributed
actively to the implementation and coordination of actions deliberated by the group..

Establishment of an articulated strategy of
fomentation, monitoring and collection of
compliance with the Access to Information Law,

in relation to active and passive transparency. The

participating agencies of the action have
developed a unified methodology to evaluate
active transparency, which was applied by the
Federal Public Ministry in more than 5000 cities
around the country, making the creation of the
national rank of transparency feasible.

Conception and proposal to the internal
and external control bodies and antitrust
bodies of mechanisms to enable access
to the base of the electronic invoice and
digital bookkeeping of the Public System
of Digital Bookkeeping (Sped).

Elaboration and discussion of a document that guides agencies and
entities in all the powers of the federal, state, municipal and district
spheres to evaluate the integrity programs of medium and large
companies under the administrative responsibility process (PAR)
scope, or according to leniency, both predicted by Law n° 12.846
of 2013 (Anticorruption Law). The mentioned Law provides for the
civil and administrative responsibility of legal entities for practicing
acts against public, national or foreign administration and
establishes other provisions. Besides this document, the sixteen
assessment parameters of integrity programs are defined in article
42 of Decree n° 8.420 of 03/18/2015; the participant bodies are
detailing the effectiveness criteria, good practices and what
shouldn’t be accepted in each parameter.

TCU
ACTIONS
ON ENCCLA

Continue to develop the System of
Consultation and Analysis of Contracts with
the Public Power and propose a rule for its
implementation in all courts of accounts
around the country. Under the scope of this
action, TCU elaborated and made available for
homologation, an interface, which provides to
the courts of accounts information related to
the Integrated System of General Services
Administration data (Siasg).

Revista do TCU 135



I Highlights

General Secretariat of Government Audit

Framework for Fighting Fraud and Corruption

Where: Application in any type of federal, state, and municipal public organization

Who: Managers of public organizations and their internal audit

How: Managers who adopt the suggested practices will be contributing
to the fight against fraud and corruption

Why: Fraud and corruption sabotage the quality and result of public
services and any attempt to improve them

When: In progress

oD
T

ﬁ Components

. () Ethics Management
Mechanisms = Transparency
Prevention Accountability

Detection ! Preventive Controls

Investigation l Detection Controls
Correction ! Fraud hotline
Orientation l Internal Audit

Etc.

Combat Initiative
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Highlights

General Secretariat of Government Audit

Effective Risk Management Control

The Four Lines of Defense Model
Adapted from The Institute of Internal
Auditors — Position Paper, 2013

The First Line of Defense

Management Controls

The Second Line of Defense

Financial Control
Risk Management
Compliance

The Third Line of Defense
Internal Audit

- Senior Managem
‘ Governance Bodi'

The Fourth Line of Defense

External Audit '
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I Highlights

General Secretariat of Government Audit

Information Management for External Control

Seginf

« Organization
¢ Management
» Culture

Data as Audit
Plataform Department
Collaboration e * Expertise
Integration e e Technique
Visualization e e Skill
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Use of Deep Learning in Oversight

ABSTRACT

This article describes how the deep learning
technique may be applied to actions of external con-
trol and the fight against corruption. Historic facts,
which show the evolution of this technique, are
presented in this article, as well as the functioning
of the artificial and biological neural networks and
a set of application examples.

Keywords: machine learning, deep learning,
neural networks, fight against corruption, control
actions, algorithms.

1. INTRODUCTION

Among the Machine Learning techniques
(subject of the body of knowledge on Artificial
Intelligence based on algorithms that use a large
number of examples for the training of computer
models), Deep Learning has been highlighted in re-
cent years. A set of techniques that utilizes deep
artificial neural networks with many intermedia-
te layers between the input and the output layers
(LECUN et al, 2015).

The technological edge of this approach is the
excellent results obtained in problem solving, results
that exceed even the performance of the best specia-
lists in certain areas of knowledge such as the recog-
nition of locations and semantic features in images;
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victory in strategy games more complex than chess;
and human beings overcoming verbal comprehen-
sion psychometric tests.

The following is a brief history of this tech-
nique and its application in oversight and the fight
against corruption, as well as a description of the
functioning of neural networks.

2. HISTORY

The connectionist models of automatic le-
arning were initially implemented by the indus-
try during the 1950s, due to the emergence of large
computer systems. The first attempts to implement
these models, however, were not successful, due to
limitations of the processing power of computers
at that time, coupled with the lack of theoretical
foundation that supports the execution of the tech-
nique. Among the failed initiatives, we can mention
the simulation of “electronic brains” by Nathanial
Rochester of IBM’s research labs.

Another factor that contributed to reduce in-
terest of the scientific community in this issue was
the publication in 1969 of an article by American
scientist Marvin Minsky. The article showed that
the perceptron, the most primitive artificial neu-
ron, would be inappropriate to reproduce all the
basic logic operations like, for example, the “exclu-
sive or” logic function essential for solving Boolean
equations.
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Despite the difficulties experienced, in the
mid-1970s, with the improved processing power of
computers, a new algorithm called backpropagation
(WERBOS, 1974), which demonstrated the possibi-
lity of connectionist models to faithfully reproduce
all logic operations performed by the human mind,
depending only on the number of artificial neurons
used and the number of layers designed for specific
purposes.

Parallel to the efforts of scientists and engine-
ers to mimic the biological mechanisms of intelligen-
ce, in the late 1970s, neuroscientist Vernon Benjamin
Mountcastle reached a fundamental discovery in this
matter. He demonstrated that the neocortex has a
single learning algorithm, which is repeated in all
regions of the brain in columnar structures (MOUN-
TCASTLE, 1978).

Despite the availability of neural network al-
gorithms during the 1980s, only in the mid-1990s
came the first research using this technique applied
to the analysis of corporate fraud. Kurt Fanning
(1995) showed that self-organizing neural networks
might be used to predict frauds in the financial re-
porting by companies.

During the following decade, there were sig-
nificant advances in low cost parallel computing
devices, a fact that enabled the training of highly
complex models in infinitesimally less time than
previously available by sequential means. In 2004,
Jeff Hawkins, a former engineer at Intel and founder
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of Palm Inc., argued that the structures discovered
by Mountcastle function as small pattern recogni-
zers, whichcan be interconnected in order to learn
any concept and even to perform predictions and
generalizations about something not experienced
(HAWKINS, 2004). In addition, in this decade, new
forms of boot parameters caused great enthusiasm
among proponents of Deep Learning, a technique
seen before only as limited to data storage and una-
ble to generalize its predictions.

After 2010, numerous scientific papers were
written demonstrating the applicability of neural
models that assist large organizations in their cor-
porate governance actions through fraud detection
in financial transactions.

A few years later, in 2012, Kurzweil reinforced
Hawkins’ theory. He has shown that connectionist
models, when combined with statistical models,
detect temporal patterns and implement the central
idea of the organization in hierarchical layers, ne-
cessary to pattern recognizers similar to those dis-
covered by Mountcastle.

For the purpose of the prediction of irregular
activities, the training of artificial models based on
their biological counterparts most often occurs wi-
thout supervision. Thus, the active neurons, whi-
ch represent the learned concepts, are determined
competitively and cannot be directly translated into
something that is already known, but need the help
of experts to determine the emerging meanings of
such a learning process.

Therefore, its most direct applications are in
the online form of anomaly detection and in the de-
velopment of concepts that would traditionally be
based on the Artificial Intelligence methods, availa-
ble on a large scale since the 1960s, to combat cor-
porate fraud, and not in Deep Learning techniques
based on a large number of actual and continuous
examples.

More recently, in 2014, there were random
connection disposal methods, which inserted the
noise required for the non-occurrence of simple me-
morization, allowing the construction of models
with exponentially higher than the previous per-
formance, in terms of generalization of behavior
(HINTON et al, 2014). The motivation of this con-
nection disposal method is the process that occurs
in sexual reproduction, wherein the couple’s genes
are combined with a small random mutation in the
genetic code transmitted by heredity, this being the
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more efficient means in the evolution of more ad-
vanced organisms.

3. OPERATION

In 1981, Mountcastle received the Nobel Prize
for Medicine for his discovery (considered the Ro-
setta Stone of neuroscience) that the fundamental
structure of the cerebral neocortex is a minicolu-
mn with about a hundred neurons arranged in six
distinct layers and that the human brain has about
100 million of these small structures throughout its

Revista do TCU 135




extent (MOUNTCASTLE, 1978). There are connec-
tions in both directions, which means, therefore,
that the basic unit of our brain is a recurring and mo-
dularized network because each of the minicolumns
connects to hundreds of other similar ones, forming
a column of up to 70,000 neurons whose approxi-
mate size is comparable to that of a pinhead. The
columns are grouped to form specialized tissues in a
given cognitive function, and these tissues, in turn,
can be connected to any other module, regardless
of the distance that separates them, because there
are axons that can go from one extreme to another
in the brain.

According to Hawkins (2004), the lower layer
of the neocortex has a much larger number of con-
nections (synapses) with terminals originating from
axons from other regions of the nervous system than
connections that originate from this layer. In this
manner, the level representation that the first layer
offers is connected to temporal events from the sen-
ses. From the second layer, however, progressively
persistent concepts and independent of temporal
changes are formed. Finally, the neuron activation of
the sixth layer occurs whenever patterns are present
in the input connections and such activations persist
for the duration of the exposure to these standards.

In accordance with a persistent cognitive
function of representing concepts, the sixth layer
has a much larger number of terminals coming out
than the number of synapses connected to dendrites,
which are connected to this layer. In addition, a very
small number of sixth layer neurons is activated for
a given concept and, empirically, it has been proven
that always the same neurons are activated for any
particular concept (ZADOR, 2000). This demons-
tration was carried out in a scientific experiment in
which persons subject to monitoring of the brain by
magnetic resonance imaging, upon displaying the
picture of a specific person, always had the same
activation of the sixth layer neurons.

Moreover, the simultaneous presence of di-
fferent patterns in different regions of the neocor-
tex in the first layer makes these patterns enhance
the weights (synapses) that associate them. Thus,
the neocortex functions as an associative memory
in which a pattern or part of it, activates neurons
which represent related standards. According to this
associative architecture, the function of the sixth
layer neurons connections to the others is to make
predictions about which standards will succeed tho-
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se which are present in the immediately inferior
connections, reinforcing the sequence of predicted
events that were learned by experience.

It is also important to consider the fact that
the hierarchical structure of the layers of the visual
cortex inspired the creation of convolutional neural
networks (CNNs). This type of implementation has
proven to be the most suitable for visual pattern re-
cognition (LECUN, 1995). There is nevertheless a
fundamental difference between CNNs and biolo-
gical neural networks: CNNs are generally unidirec-
tional (FFNs), while the natural neural networks are
recurring (RNNs).

On another research front, related to an ar-
chitecture closer to reality, the recurring artificial
neural networks, as well as the neocortex, are sti-
mulated primarily by temporal patterns (GRAVES,
2012). Thus, the sequence of successive stimuli allo-
ws them to be classified automatically so they can
be associated to other sequences previously learned.
Itis a proven fact, in this case, that the need that the
human mind has to learn sequential patterns. For
example, the sequence of notes of a melody can be
easily remembered. However, our mind can hardly
recall the reverse sequence of musical notes.

This limitation does not occur on artificial
neural networks, since recurring two-way models
(BRNN) can learn any temporal or spatial sequence
in both directions. Such models are proven to be
more efficient in recognition sequences such as spee-
ch, writing and successive events that may be related
to any irregularities or unlawful activity.
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4. APPLICATIONS IN OVERSIGHT

As an example of an application in textual ba-
ses, a simple traditional neural network (Multi Layer
Perceptron) with few intermediate layers is able to
classify high precision types of decisions contai-
ned in judgments of the Court. This classification
is fundamental for defining a context for the subse-
quent extraction of attributes (named entities) of the
various deliberations that need to be continuously
monitored by specialists.

Considering the other extreme, an applica-
tion on photographic bases, in order to cover a large
number of audited public works, convolutional neu-
ral networks can be used to monitor, using images
obtained by remote sensing, the progress of project
implementation. This type of application can per-
form the comparison of images related to the various
stages of each project and indicate possible delays or
technical non-conformities with the specifications.

When it comes to detecting anomalies applied
to fraud discovery in agreements, for example, an ar-
tificial neural network, in unsupervised mode, may
recognize abnormal situations in its execution after
receiving as input thousands of normal situations
that do not represent irregularities. Therefore, if
there is a discrepancy between the realized resour-
ce flows and the expected execution of the projects,
this method can indicate, with high probability, the
occurrence of illicit activities.

In the case of treatment sequences, a recurrent
network can be trained with the temporal series of
price offers and attributes of objects of bids, learning
to identify sequences that represent irregularities in
the bidding process. This is possible thanks to the
large number of examples of previous sequences,
which were classified as irregular or not by experts.
Therefore, this type of solution would contain the
consolidated knowledge of many professionals over
decades of experience.

Neural networks can also be used for routing
and the classification of irregularities in the Special
Rendering of Accounts processes through the recog-
nition of textual and logical patterns in documents
from different sources of unstructured data. This
process consists in performing unsupervised trai-
ning, carried out in a large quantity of documents
with the purpose of finding semantic clusters that
can later be associated with groups of irregularities
in these processes. After the association of such
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groups to the meanings identified by experts, it is
possible to create neural models supervised able to
perform the same type of classification and routing
of new documents, which were not part of the ini-
tial training.

5. CONCLUSION

Therefore, the use of Deep Learning solutions
to aid in the fight against corruption can cause a gain
of sufficient scale to cover a much greater number
of cases of irregularities than what is possible to
achieve today by a simple sampling related to the
materiality of the resources involved. However, of
course, the role of the experts of each area involved
cannot be discarded, since the situations found auto-
matically do not represent deterministic indications,
but indications with a probability associated with
the greater or lesser degree of certainty that repre-
sent important findings to be overseen by TCU and
other oversight bodies.
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External public audits as an
instrument in the combat against
corruption: The role of the
Supreme Audit Institutions

ABSTRACT

The political and financial external control of the
management of — public funds is a mission entrusted to
the State under the democratic Rule of Law. In the present,
tax-paying citizens who require more and more accuracy,
responsibility and transparency in the management of pu-
blic resources zealously demand its fulfillment. Citizens
examine these qualities to have the necessary trust in the
institutions that undertake external control.

The Court of Accounts of Portugal (Tribunal de
Contas) has the constitutional mandate of carrying out
the external control of public management. A sovereign
institution supervises the economic and financial manage-
ment of the Federal Administration, its jurisdiction covers
all actors that in any way manage public funds. It acts as
a guardian on behalf of the original holders of the right to
these funds.

The aim of this article is to analyze public auditing
in its condition of an instrument of control par excellence,
used by the Portuguese Court of Accounts both as a dis-
suasive and investigative instrument against corruption,
particularly by the specific techniques of forensic auditing.
Even though forensic audits are not encompassed by the
fundamental role and primary aim of the Supreme Audit
Institutions, a result of their usefulness is that they are now
internationally recognized as a valuable contribution in the
combat against corruption.

Keywords: Public audits; Supreme Audit Institu-
tions; Corruption; Forensic audits.
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1. INTRODUCTION

The issuance of Act 98/97 on August 26%, 1997, re-
garding the Organization and Process of Portugal’s Court of
Accounts [in its original acronym, LOPTC], established au-
dits as the fundamental technique of the Court of Accounts
to control public financial activities. However, since the
1980s, the Court has approved a number of individual audit
rules while seeking to develop and to apply the norms of its
supportservices [Servigos de Apoio], in conformity with the
highest current standards of technical quality and efficiency.!

In a context of severe economic and financial crisis
such as the present one, public audits will be put to test
in their capacity to serve as effective tools to guarantee
transparency in public management (Cabeza del Salva-
dor, 2009).2 The economic and social transformations that
have occurred doubtlessly reflect themselves in the way
the concept of audit is defined. From a definition based on
the reconstitution of past facts, analysts gradually came to
emphasize the preventive and guiding functions of audits as
a field of knowledge.

The importance of auditing public accounts is
recognized since the ancient times of the Babylonians,
Greeks, Romans and Egyptians. One can actually find a
reference to the clear need for the role of auditors in so-
ciety in Aristotle’s treatise on Politics. He states the need
for a magistrate to be placed above all other magistrates
who manage public money, “whose manages nothing for
himself and makes others account for their management
and correctsit[...]”.3
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McMickle (1978)* also refers to the writings of Aris-
totle, who described that the Senate of Athens was consti-
tuted by 500 persons who selected a Council of 10 Logjstae
and 10 Euthuni to verify the accounts of the public officials
with the particular aim of detecting fraud.

2. EXTERNAL PUBLIC AUDITS

For the purpose of brevity, let us now turn to the
current definitions of public audit and auditor, and to how
they are characterized, in order to examine the external
control exercised by the Court of Accounts.

Despite its initial purpose of verifying accounts and
accounting acts, the object of the external audits of public
institutions evolved as a result of what Pollit ez a/ (1999)
called the “machinery of democratic accountability”, re-
ferring to the Supreme Audit Institutions.’

There are several definitions of public audit both
from an internal and external perspective. Bearing in mind
the aim of this article, I shall focus on the definition of ex-
ternal public audit, that is, public audits performed by the
Court of Accounts.

INTOSAI defines an audit as a “review of a body’s
activities and operations to ensure that these are being per-
formed or are functioning in accordance with objectives,
budgets, rules and standards”.®

In turn, the European Court of Auditors (ECA)
adopted the following definition’: “The objective of an
audit of financial statements is to enable the auditor to
express an opinion on whether the financial statements
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are prepared, in all material aspects, in accordance with
an identified reporting framework. The objective of an
audit of compliance is to enable the auditor to conclude as
to whether the activities, financial transactions, and infor-
mation comply, in all material respects, with the applicable
legal and regulatory framework”.®

In its Manual of Audit and Procedures, Vol. I, the
Portuguese Court of Accounts presents a definition of au-
dit similar to that of INTOSAI: “An audit is a review or
verification of a particular matter, in order to analyze its
compliance with specific rules, standards or objectives. It
is accomplished by a reputable and technically prepared
person according to generally established principles, me-
thods and techniques that may enable auditors to form an
opinion and issue a report on the matter”.”

The LOPTC establishes audits'’ - of any type or na-
ture regarding acts, procedures or other aspects of financial
management - as the fundamental method of the Court of
Accounts for carrying out its control activities.

However, according to Article 55 of the LOPTC
and considering the guidance of the Court of Accounts
toward integrated control, all types of audits are accepted."

The Portuguese Court of Accounts closely follows
the classification presented by INTOSAI in the Internatio-
nal Standards of Supreme Audit Institutions (ISSAI)*? and
carries out financial audits (ISSAI 1000 to 2999),'® com-
pliance audits (ISSAI 4000 to 4200)!* and performance
audits, or value-for-money audits ISSAI 3000 to 3999).1°

Regarding financial audits, their main scope is to
analyze the regularity, legality and reliability of the audited
accounts. In conformity with the INTOSAI definitions, !¢
independent analyses are carried out and objective opinions
are written on the reliability of the accounts and financial
statements and on the use of resources by the audited insti-
tutions, thus meeting the applicable standards of accounting
and financial reporting to which they are subject.

On their turn, compliance audits have the goal of
ensuring the degree of fulfillment of the applicable internal
and juridical standards, internal policies (established, for
instance, by codes of ethics and conduct), and cover a vast
array of issues. Compliance audits are developed according
to two fundamental criteria: a) Regularity — to ensure that
the activities, transactions and information presented in
the financial statements of the audited institution are in
conformity with the applicable legal provisions; and b)
Property [or adequacy] — an analysis of the compliance of
the management exercised by the public officials with
the applicable principles of public financial management.'”

Finally, performance audits, or value-for-money au-
dits, are independent analyses of the efficiency, effective-
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ness and economy regarding how the audited institutions
use their resources.!®

Based on this three-fold classification and on the
provisions of article 55 of the LOPTC, the Court of Ac-
counts may also undertake integrated audits'® or com-
prehensive audits to attain an integrated view of the
audited institution. Consequently, the Portuguese Court
of Accounts is not as restricted as other Supreme Audit
Institutions, which experience constraints such as limits
to their independence, poorly trained personnel, the lack
of follow-up on previous recommendations, and limits to
the scope of their audits.20

Audits can detect anomalies when properly con-
ducted by using methods, techniques, tests and samples,
and after their distinct stages are concluded (preliminary
study, production and approval of a global audit plan, the
audit itself [including a concrete assessment and evalua-
tion of the controls of the audited institution, production
of a work plan, of audit dossiers and field work], evalua-
tion [production of the audit report and notification to the
audited institution, which has the right to object to it] and
production of the report.

Such anomalies can range from simple mistakes and
irregularities to cases of financial violations or even criminal vio-
lations (unlawful acts). Therefore, it is fundamental that the
work plan of an audit reasonably ensure the detection of
anomalies. Depending on their legal status, such anomalies
may have to be communicated by the Public Prosecutor’s
Office to the applicable judicial instances.

If an error, an irregularity or even a violation is detected
during the audit, the auditor can change the audit program.
The auditor must meet all evidentiary requirements pos-
sible, obeying the applicable rules for testimonials, while
bearing in mind that both from a material and formal pers-
pective, the evidence produced by the audit can be used
in judicial procedures.

Thus, the work documents of auditors are indis-
pensable means of evidence for any lawsuits that may arise.?!

The errors can be omission, duplication, compensa-
tion, imputation or an error of principle. Upon their detection,
auditors must produce audit recommendations to the audi-
ted institution so they can correct them. In tumn, an irregularity
can be an intentional or unintentional violation of a law, or of
an accounting or administrative standard or principle. If an
error is not corrected in a timely manner, it can become an
irregularity in the form of a systematically recutrent error. Errors,
asmuch as irregularities, canlead to financial consequences.”?

Anirregularity can be characterized as a fraud when
the applicable juridical requirements are present in relation
to both the objective and subjective elements of an audit.
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VALIDATION

A fraud is generally present in cases of manipulation of the
law, falsification, modification or voluntary omission of
entries and/or supporting documents with the intention
of producing an incorrect record of the financial data or a
misappropriation of assets or embezzlement of funds for
purposes other than those for which they were assigned.”

3. EXTERNAL PUBLIC AUDITS AND THE
COMBAT AGAINST CORRUPTION:
FORENSIC AUDITING

Preventing corruption is not a direct objective of
the Supreme Audit Institutions. Nonetheless, it is during
the process of audits that most frauds and evidences of
corruption are detected.?* Furthermore, as Dye (2007)
affirms, SAls cannot remain indifferent to the intrinsic
difficulties of legislators in the field of combat against
corruption, especially in the contexts of less developed
countries.?

In 2013, INTOSAI issued the international stan-
dards ISSAI 300 and ISSAI 400 on the fundamental prin-
ciples of performance auditing and compliance auditing.
Both standards specify the type of information to be
included in audit reports, which must accurately descri-
be their audit objectives, the evidences collected during
the audit process and its results. Audit reports must also
accurately describe their subject matter, criteria, methodo-
logy, sources of data and any limitation to the data used,
along with the audit findings.?®
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Around the year 2000, because of the widely re-
cognized importance of the concept of accountability for
the future of democracies, a new way of thinking be-
gan to emerge regarding the future role of audits and of
the Supreme Audit Institutions, in view of the t social,
economic and financial transformations taking place in
an at an unstoppable pace.?”

In this context, it is evident that all governance
instances must contribute to an effective transparency
atthe political, legal and financial levels. In the words of
Dobrowolski (2013) the SAIs must “contribute to com-
bating corruption through their audit work” 2

Several studies® have pointed out limitations in
the mandates of the SAls in relation to all types of au-
dits. However, none of them has mentioned the Portu-
guese Court of Accounts.® In this specific case, there are
no legal obstacles to audits with a different scope from
the traditional scopes of financial audits, performance
audits and compliance audits. Nor is the mandate of the
Portuguese Court restrictive in this regard.

In addition to the traditional types of audits car-
ried out by the SAls, Dye (2007) identifies a new type of
audit, namely forensic audit. In this type of audit, “audi-
tors design their audits to gather evidence to prove the
existence of fraud and/or corruption. The skills required
to do this exceed the audit skills necessary to conduct
a financial or compliance audit”.®

In the present, the SAls of countries of Anglo-
-Saxon tradition frequently carry out this type of audit.*
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In 2005, Brazil’s Court of Accounts [Tribunal de Contas
da Unido-TCU] requested information to the Office of
the Auditor General of Canada with a view to creating
a department identical to the Canadian Forensic Audit
Unit.*® Also in 2005, the Comptroller General of the Re-
public of Costa Rica started a similar process as a joint
venture with the same goal, in liaison with the Canadian
Office of the Auditor General.*

The debate about whether or not it is opportune
for SAIs to develop forensic audits in addition to the tra-
ditional audits has not been a pacific one. However, in
1997, during the 4 Triennial Congress of the Caribbean
Organization of Supreme Audit Institutions (CAROSAI)
in Georgetown, Guyana, World Bank consultant James
P. Wesberry Jr. affirmed that “in a world which is being
devastated by collapsing morals, [...] there will be no
other alternative to SAls than to man the front lines in
the battle against corruption by rapidly developing a
special group of forensic auditors capable of performing
independent investigatory audits [emphasis added] where-
ver corruption is alleged”.®

As to the Portuguese case, Lopes (2003) asserted
that the competence and jurisdictional powers of the
Court of Accounts suffice for efficaciously combatting
corruption.®

International organizations have not refrained
from approaching this subject. INTOSAI itself clearly
addressed the issue of cooperation among SAls and in-
ternal audits in the public sector, and stated that in addi-
tion to performance and compliance audits, SAls must
also carry out special examinations and forensic audits.¥

This concern by the international organizations
is by no means recent. In 1998, the 16" International
Congress of Supreme Audit Institutions (INCOSAI) held
debates regarding the role of SAls in the prevention and
detection of fraud and corruption, and the adequate me-
thods and techniques to attain this aim.*® On its turn,
the 21 United Nations / INTOSAI Symposium held in
Vienna in 2011 on “Effective practices of cooperation
between Supreme Audit Institutions and citizens to
enhance public accountability” resulted in the conclu-
sion, nter alia, that citizens have the duty to warn SAls
about situations of fraud and corruption, whereas SAls
must create mechanisms to manage this type of infor-
mation. The SAls of Mexico and the USA are mentioned
in connection with this discussion, due to the mechanis-
ms that they have established to receive and deal with
citizen denunciations.¥

In 2013, the United Nations and INTOSAI un-
dertook a joint project focused on the role of the SAls
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in the combat against corruption.®’ After collecting data
on the theme, this project published a first document
with its conclusions.” The same concern was reflected
by the OECD, which confirmed the need for SAIs to de-
dicate themselves to new types of audits that may allow
the identification of situations of corruption and fraud.*?
The European Court of Accounts is providing guidance
on its website regarding how to collect audit data and
to conduct audit interviews, along with guidelines for
auditors on the issue of fraud.®

According to the definition of Singleton (2006),
a forensic audit is a process to detect, prevent and cor-
rect fraudulent activities. Therefore, forensic auditors
must be capable of preventing a reasonable hypothesis
of fraud.*

Ayala (2008) also defines a forensic audit as a
type of audit that may emerge whenever a fraud is de-
tected during another type of audit. In this regard, the
investigation of a financial fraud depends on the type
of fraud, the environment in which it was committed
(that is, public or private sector) and the applicable le-
gislation. On the other hand, a forensic audit can start
directly without a previous audit of another type, for
instance, in specific cases of denunciation.

Forensic audits can be either preventive or reac-
tive. A preventive® forensic audit has the objective of
providing assurance to organizations regarding their
ability to dissuade, prevent and react against financial
frauds. It may include previous consultancy tasks to
implement anti-fraud programs and controls, along
with mechanisms of alert in case of irregularities, and
a complaint management system. This first approach
is preventive inasmuch as it comprises actions and de-
cisions in the present to avoid frauds in the future. On
its turn, the goal of a reactive forensic audit is to iden-
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tify financial frauds by undertaking a deep investiga-
tion to provide clarifications on the amounts involved
in a fraud, along with its direct and indirect effects, its
legal status and its presumable authors and accompli-
ces. The destination of the conclusions of this type of
forensic audit are the judicial authorities, in particular
the criminal authorities. Their approach is reactive
inasmuch as they comprise actions and decisions in
the present as a response to facts that occurred in the
past. Finally, there may arise the need to perform a
comprehensive forensic audit — that is, a forensic audit at
once preventive and reactive.*

In the context of the Portuguese Court of Ac-
counts, forensic audits are linked to evidence collection
techniques specifically adapted to sustain the collected
evidence, and to the appointment and preparation of
auditors to testify in trials.” On the other hand, the
process of establishing a specific department with the
adequate analytic tools to receive and deal with fraud
complaints from a forensic perspective, while providing
expert training to the auditing personnel of the Court of
Accounts, may enable a situation in which an autono-
mous department, or a number of expert auditors integra-
ted to the work of the regular audit teams can undertake
forensic audits whenever the evidence of fraud is found
in other types of audits.

The resulting advantage of such an innovation®
is that it would pave the way for audits specifically ai-
med at routine evaluations of risk and detection of financial
fraud, in line with the rationale expressed by the above-
-mentioned international organizations as reasons for
concern and action by the SAls.* It would strengthen

the efficiency of the Public Prosecutor’s Office in its roles
of filing financial liability lawsuits and referring cases
that involve audits to the appropriate authorities upon
the discovery of criminal activity.

Therefore, this solution would enable gains of effi-
ciency in lawsuits filed by the Public Prosecutor’s Office.

4. CONCLUSION

Audits are now definitively accepted by Portugal’s
Court of Accounts as the fundamental technique of con-
trol of public financial activities. Considering the Court
of Accounts’ current trend toward integrated control,
Act 98/97 regarding its Organization and Process has
proved to include all types of audits, even though fi-
nancial, performance and compliance audits still play
the central role among its activities. This fact is in line
with the orientations of the international instances of
which the Court of Accounts is a member.

Whenever an error, irregularity or violation is
detected during an audit, the auditor in charge must
take all necessary steps regarding the collected eviden-
ce and meet the applicable rules for testimonials, while
ensuring that the evidence provided by the audit is su-
fficient and appropriate for judicial use both in material
and formal terms.

Several international organizations are currently
concerned and express converging views regarding the
usefulness of the Supreme Audit Institutions as actors
that can play a leading role in the combat against fraud
and corruption by carrying out specific types of audits
in order to detect such violations.
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The Portuguese Court of Accounts can actively
contribute to the prevention of fraudulent acts by pu-
blic managers and other officials responsible for public
affairs by carrying out forensic audits. Forensic audits can
be either preventive or reactive, and the legal mandate
of the Court of Accounts does not pose any obstacle to
their practice.

In the context of the Portuguese Court of Ac-
counts, forensic audits are linked to evidence collection
techniques specifically adapted to sustain the collected
evidence, and to the appointment and preparation of
auditors to testify in trials.

On the other hand, the process of establishing a
specific department with the adequate analytic toofs to
receive and deal with fraud complaints from a forensic
perspective, while providing expert training to the auditing
personnel of the Court of Accounts, may enable a situa-
tion in which an autonomous department, or a number
of expert auditors integrated to the work of the regular
audit teams can undertake forensic audits whenever the
evidence of fraud is found in other types of audits.

The resulting advantage of such an innovation
is that it would pave the way for audits specifically ai-
med at routine evaluations of risk and detection of financial
fraud, in line with the rationale expressed by the above-
-mentioned international organizations as reasons for
concern and action by the SAls. It would strengthen the
efficiency of the Public Prosecutor’s Office in its roles of
filing financial liability lawsuits and referring cases that
involve audits to the appropriate authorities upon the
discovery of criminal activity.

Therefore, this solution would enable gains of effi-
ciency in lawsuits filed by the Public Prosecutor’s Office.
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whenever it occurs.
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See, in this regard, the document available at: http://
www.intosai.org/fileadmin/downloads/downloads/3_
committees/4_goald/FAC_TFSP_OECD_Partners_Good_
Governance_Mapping_Role_SAl.pdf (Access on 6.2.2015).

Information available at: http://www.eca.europa.eu/pt/Pages/
AuditMethodology.aspx (Access on 2.2.2015).

See SINGLETON, Tommie, SINGLETON, Aaron, BOLOGNA, Jack,
LINDQUIST, Robert, Fraud auditing and forensic accounting. New
Jersey, USA: John Wiley & Sons, Inc,, 3rd edition, 2006, p. 55.

Or proactive.

See AYALA, Jorge Badillo, "Auditoria Forense — Mdas que una
especialidad profesional una mision: prevenir y detectar el
fraude financiero’, Mayo de 2008,V.2.0, p. 5. Available at https:.//
na.theiia.org/translations/PublicDocuments/Auditoria_
Forense_Una_Misi%C3%B3n_JBadillo_Mayo08%2814023%29.
pdf (Access on 24.01.2015).

In this regard, the criminal procedure rules related to the
means of evidence (articles 124-170 of the Portuguese Code
of Criminal Procedure) and evidence collection (articles
171-190 of the Code) play a fundamental role. The auditors
and technicians who carry out verifications belong to the
special inspection staff of the Court of Accounts, and are not
considered criminal police officials (such a qualification is not
necessary, since the scope of their activities is distinct from
that of criminal investigations tout court). Yet, either in relation
to the current legal prerogatives, or to the international
standards applicable to public audits — in particular, the
audits carried out by the SAls —, it would be convenient for
the inspection staff of the Court of Accounts (or for a part of
it) to receive special training in these criminal investigation
techniques that have become useful for forensic audits.
Auditors would doubtlessly play the role of official experts
(which is formally accepted nowadays, but has not yet been
recognized in material terms) whenever required. On the other
hand, when collecting evidence — especially testimonials and
documents — considering the current criminal legislation,
the Public Prosecutor’s Office would guarantee a more
efficient audit process for the purposes of financial liability
lawsuits. In this sense, Anténio Cluny states: “(...) during an
audit, upon the evidence of a financial violation that could
harm good management practices and the proper use of
public funds, it would be important to count with a prompt
judicial proceeding that could be independent from the audit
atissue, and capable of carrying out a routine evaluation
of its evidences, underlying risks and of the usefulness of

Revista do TCU 135




External public audits as an instrument in the combat against corruption: The role of the Supreme Audit Instiwutions || Articles

a timely consideration of the public interest with efficient
and adequate means” (CLUNY, Responsabilidade financeira e
tribunal de contas. Contributos para uma reflexdo necessdria,
Coimbra Editora, 12 Ed. Dezembro 2011, p. 242). On the other
hand, Helena Ferreira Lopes affirms that “(...) the overall
evidence comprises the audit evidence, that is, the documents
that provide a basis for the reported conclusions regarding
a specific set of facts — authentic, authenticated and specific
documents, including the exams, inspections, evaluations
and declarations signed by the responsible officials or other
responsible parties’, and that “(...) an audit is an activity
marked by the perception and valuation of a specific reality
of facts by individuals with special technical and scientific
knowledge — namely, auditors. This means to say that we do
stand before an inspection-activity, and that an audit is indeed
an inspection’, thus recognizing an equivalence between
auditors and inspection experts, in accordance with the Code
of Criminal Procedure, and the importance of the means
of evidence during an audit. LOPES, “O valor probatério do
relatério de auditoria em juizo’, in Il Encuentro de los Tribunales
de Cuentas de Esparia y Portugal. Ledn, 23 y 24 de septiembre
de 2004 — Madrid, 2005, pp. 297-318. In any case, it would
not be totally senseless if the general definitions of evidence
provided by articles 513 to 522-C of the Civil Procedure Code
could underlie the evidence-collection methodology to be
used in this type of audit.

48 This would necessarily result in specific modifications to
the organic statute of the General Direction of the Court of
Accounts.

49 See ISSAI 1240 issued by INTOSAI, which deals particularly
with the responsibilities of auditors in relation to fraud
during financial audits. Available at: http://www.issai.org/
media/13096/issai_1240_e_.pdf (Access on 24.01.2015).
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ABSTRACT

The rise in the demand for greater transparency of
information held by the public bodies has been leading to
an increased availability of various databases. This fact,
allied with the advances on the processing capacity, has
been promoting interest in the use of computational in-
telligence in less explored areas, such as the audit activi-
ties related to public administration control. The ability
of the artificial neural networks to classify patterns may
help control agencies to perform their duties more effi-
ciently. Typical applications of classification standards in
auditing are related to fraud detection, auditing of finan-
cial statements and risk assessment, among others. The
Federal Court of Accounts of Brazil (TCU), aware of this
reality, has been carrying out several actions to develop
skills associated with data analysis.

Keywords: Applied Computational Intelligence.
Neural Networks. Pattern Classification. Audit. Federal
Court of Accounts.

1. INTRODUCTION

The technological advances made in recent de-
cades, both regarding computer processing and to data
storage capacity, combined with the increasing availa-
bility of information, pose a great challenge for those
who need to treat them and issue an opinion based on
such treatment.
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According to Byrnes et al (2014), data science, li-
kewise, has advanced enormously, incorporating theo-
ries, techniques and software applications from many
disciplines, including data analysis, business intelligence,
mathematics and probability, statistical learning (inclu-
ding pattern recognition), data visualization and analysis
and treatment of large data sets, such as data mining and
visualization.

The application of these theories may be used by
control bodies, so that they may present new types of evi-
dence and conduct more focused audits, and may result
in more reliable opinions on the audit objects, even when
subjected to high performance requirements, such as time,
accuracy and cost.

This article conceptualizes pattern classification
as an applied computational intelligence tool and brie-
fly outlines the origins, features and training of artificial
neural networks, especially the multilayer perceptron
(MLP) network, illustrating its use in auditing. Moreo-
ver, it shows how the Federal Court of Accounts (TCU)
has encouraged the treatment of information databases
to render its performance more effective, timely and
intelligent.

2. WHATDOES PATTERN
CLASSIFICATION MEAN?

Automatic recognition, description, grouping and
pattern classification are very important tools for a wide
range of engineering and sciences disciplines, such as bio-
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logy, psychology, medicine, computer vision, artificial in-
telligence and remote sensing, among others.

However, what are patterns¢ Jain, Duin and Mao
(2000 apud Watanabe, 1985) define pattern as “the op-
posite of chaos; an entity to which a name may be as-
signed”. For example, a pattern may be a voice signal, a
DNA sample, a text document, a video clip, a fingerprint,
a handwritten word etc.

Once there is a pattern, its recognition (or classifi-
cation) may be carried out with or without supervision.
Without supervision, the pattern is associated with a class
unknown until then, a technique known as clustering. In
this case, the problem lies in categorization, in which clas-
ses are defined by the system designer or are learned based
on the similarity of patterns. With supervision, of greater
interest to this paper, the pattern is identified as part of a
predefined class. The separation of patterns among classes
may be carried out by a discriminant analysis.

Examples of applications in this field include data
mining, document classification, financial forecasts, organi-
zation and search in multimedia databases and biometrics,
among many others.

In short, pattern recognition consists in studying
how machines can observe the environment, learn to dis-
tinguish patterns of interest and make reliable and rea-
sonable decisions about the categories of these patterns.

The design of a pattern recognition system involves
three basic macro steps: (i) data acquisition and preproces-
sing; (ii) data representation and (iii) decision-making. In
general, the problem domain determines the choice of the
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method applied in each of these steps. The models most
commonly used to make decisions on pattern recognition
are: template matching, structural matching, statistical
classification and artificial neural networks.

3. ARTIFICIAL NEURAL NETWORKS

Artificial neural networks are numerical proces-
sing systems, and consist in connecting a large num-
ber of simple processors. These interconnections have
biological origin, namely, the nervous system of living
things. The concept underlying these systems is that
complex processing may be obtained when many sim-
ple, highly interconnected processors are combined, and
such concept is referred to in literature as connectionism.

Connectionism, which employs distributed and
parallel processing, as opposed to centralized processing,
represents with certain ease the features of cognitive pro-
cesses, such as the ability to simultaneously consider a
number of restrictions or combine various sources of kno-
wledge. Itis also able to represent the ability to generalize.

In spite of their biological inspiration, the current
models of neural networks do not represent the aspects
and structures widely known to brain physiology, such
as the spatial organization of neurons and intercon-
nections and the existence of various types of signals
between these “processors”. This is due to the search
for balance between the biological plausibility of such
models and their mathematical treatment.

The figures below illustrate the schematic view
of a typical neuron (Figure 1) and an abstraction for
computational purposes (Figure 2):

Figure 1:
A typical neuron

P cell membrane

cell nucleus

cytoplasm
synaptic terminations

dendrites

Source: http://blogdopetcivil.com/2013/07/05/redes-neurais-artificiais/

36

The fundamentals of the current neuron model
and the principle of association were set out in the late
nineteenth century, in the works of James (1890). Ho-
wever, the first major studies about the mathematical
ability of networks of neuron-inspired processing ele-
ments were only outlined in the first half of the twen-
tieth century. McCulloch and Pitts (1943) showed that
associations of such artificial neurons could implement
any finite logical function, and this may be considered
the first theoretical success on connectionism.

However, the most important step on the sub-
ject was taken when Rosenblatt (1958) introduced the
first concrete neural model, called the perceptron, whi-
ch initially had only two layers: input and output. This
model was able to classify patterns from examples, but
its use was hampered by some limitations exposed in
the work of Minsky and Papert (1969), which led the
research to be discontinued. The interest in connectio-
nism was revived with the use of the error backpropa-
gation training algorithm, presented by Rumelhart and
McCelland (1986),which extended Rosenblatt’s percep-
tron to multiple layers (multi-layer perceptron - MLP),
overcoming the limitations of the original model and
enabling the development of applications in various
branches of knowledge.

After this brief history, we find it important to
place the artificial neural networks in the universe of
methods applicable to pattern recognition and describe
some of their main features.

While there are several approaches to pattern re-
cognition, this paper is only interested in the statistical
and neural approaches. The latter has different opera-

Figure 2:
Nonlinear model of a
neural network node
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Source: http://www.scielo.br/scielo.php?script=sci_arttext&pid=51806-11172011000100009
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ting principles, although it uses models that are equiva-
lent to those of the latter.

In the statistical approach, each pattern is repre-
sented by a set of “n” features—or measures—and viewed
as a point in an #-dimensional space. According to Jain,
Duin and Mao (2000), the purpose of this representation
is to choose the features so that the patterns (feature
vectors) belonging to different classes occupy compact,
well-ordered regions of then-dimensional space of fe-
atures. Thus, the effectiveness of this choice is greater
the easier it is to separate the patterns belonging to di-
fferent classes.

Based on a subset of patterns of various classes
(training set), the purpose of the statistical approach
is to define decision boundaries in the #-dimensional
space of features capable of separating patterns belon-
ging to different classes. In the statistical approach,
decision boundaries are determined by the pattern
probability distributions, which must be known or
learned a priori.

The neural approach, on the other hand, uses a
nonlinear discriminant analysis, namely, a geometric
analysis. The discriminant functions are constructed by
a linear combination of basic nonlinear functions, and
have the following form:

gx) = z w;@; (x, u;) (1)
i=1
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The combination of x and parameter vector u
results in a scalar product, i.e, ¢, (x,#)=0¢, (x" u). The
form of the nonlinear function ¢, referred to as the ac-
tivation function, is chosen a priori and the optimiza-
tion procedure determines, simultaneously, the w, and
u, parameters. In other words, the basic functions are
selected previously, but their parameters are adaptable
during the optimization phase.

In sum, the main features of neural networks
are: (i) the ability to learn nonlinear relationships be-
tween inputs and outputs; (ii) the use of sequential
training procedures and (iii) the ability to adapt to the
given data.

4. MULTILAYER PERCEPTRON
NETWORK, LEARNING AND THE
ERRORBACKPROPAGATION ALGORITHM

According to Bishop (2006), the most suc-
cessful model using the neural approach, within
the scope of pattern recognition, is the multilayer
perceptron (MLP) neural network, of interest to
this paper. A neural network is mainly specified
by its topology, the features of its nodes and trai-
ning rules.

MLP networks are organized in layers, linked
by unidirectional connections as shown in Figure 3.
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Figure 3:

Architecture of an MLP
network with one hidden
layer and an output layer.

hidden units

z
n M
Wb

Source: Bishop (2006)

The mathematical model of an MLP network,
such as the one shown in Figure 3, may be represented
by the following formula:

M
yi(x,w) =0 Zw,g) h
=0

D
1
Z wlx | | @
i=0

In equation (2), the activation functions o(*)and
h(*) usually take the shape of the sigmoid function, since
they represent a nonlinear mapping between input and
output and may be differentiated, although other shapes
are admitted, depending on the application.

The linear combination  w{"x , after undergoing
nonlinear /(*) transformation, setves as input to the neu-
rons of the hidden layer. This result is linearly combined
with weights w,g) and subject to further nonlinear o(*)
transformation, resulting in output y,.

In summary, the MLP network is a nonlinear ma-
pping from a set of input variables {x, } to a set of output
variables {y, } controlled by a vector of adjustable para-
meters, known as synaptic weights.

The learning procedure (optimization) involves
updating parameters wS? and w(", so that the neural
network is able to efficiently perform the classification
task. Regarding the MLP network, the most used and
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widespread optimization rule is the one defined by the
error backpropagation algorithm.

During training with this algorithm, the network
operates in a two-stage sequence. First, a pattern —a set
of variables {x, } - is introduced to the network’s input
layer. The processing is performed through the network,
layer by layer, until the output layer produces the res-
ponse in an iterative process.

Thus, the initial step of the first stage comprises
calculating the activation level and the outputs of all
neurons in the hidden layer and output layer. The ou-
tputs of the hidden layer neurons are the input for the
output layer neurons. Subsequently, the outputs of the
output layer neurons are computed.

In the second stage, the obtained output is com-
pared to the desired output for the presented pattern,
since the desired output is known a priori. If the output
obtained is not correct, the error (the difference be-
tween the desired and obtained outputs) is computed,
and such error is propagated from the output layer to
the input layer in the opposite direction. The weights
of the hidden layer connections are modified as the er-
ror is backpropagated using the generalized delta rule,
which is not explained in details herein since it is out
of scope of this paper.

This step involves calculating the local gradients
of the output layer neurons — , (#)- and hidden layer
neurons—3J, (7) — and adjusting the weights of all neurons.

The second step involves updating the synaptic
weights of the MLP network. Thus, regarding the hid-
den layer, the rule to update weights w." for the next

ji
iteration is:

wP(t+1) =wP(©) + TwP(©) = wi(©) + a8 (Ox(t) (3)

Regarding the output layer, the rule to update

()

weights w,;’ is:

Wt +1) = w0 + WD () = wP () + adi Oy () (4)

In equations (3) and (4), “a” is one of the input
parameters of the algorithm, and is known as the le-
arning rate.

To summarize, when a pattern is initially in-
troduced to the network, it produces an output. Af-
ter measuring the distance between the current and
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desired response (error), the appropriate adjustments
are made to the weights of the connections to redu-
ce this distance. After the network is trained and the
error achieves a satisfactory level, it may be used as
a tool to classify new data.

The design of a neural network and the ope-
ration of this algorithm involve specifying a number
of parameters, which decisively influence their per-
formance, their convergence and the network gene-
ralization capability. These considerations do not fall
within the scope of this paper.

The following example illustrates, in a very
intuitive way, what problems MLP artificial neural
networks, such as pattern classifiers, seek to solve.
Consider a database containing information on a par-
ticular flower genus called Iris. This database consists
of the following characteristics (features) of this flo-
wer genus: petal width, petal length, sepal width and
sepal length. Depending on the values of these featu-
res, the flower is classified into one of three species
(classes): iris virginica, iris setosa or iris versicolor. The
database has various entries and each one of them
associates the set of features of a certain flower to
its respective species, as shown in the table below:

The MLP neural network is trained as part of
these randomly selected entries (training set), i.e.,
the input data set (characteristics) and its respecti-
ve flower class are introduced to the network, with
the purpose of having the neural network learn from
these data. After training, the neural network is able
to classify, among one of the flower species, a new
pattern (the set containing four characteristics of the
flower), introduced to such network with a certain
success rate.

To have a graphical visualization of a MLP neu-
ral network classification solution, Figure 4 shows

Table 1: Example of
only three entries from
an input database used
by a MLP neural network

6,9 31

Source: prepared by the author
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the optimal separation boundaries for two classes
of patterns represented by the symbols “*” and “0”.

5.  APPLYING PATTERN CLASSIFICATION
THROUGH ARTIFICIAL NEURAL
NETWORKS IN THE AUDIT DOMAIN

Although it is not as frequent when compared
to other branches of knowledge, the use of neural ne-
tworks in the audit field is mentioned several times in
the scientific literature, although the references cited
herein are not the result of a comprehensive review.

Calderon and Cheh (2002) analyze papers pu-

blished in some categories: risk assessment (three pa-

Figure 4 — Decision
boundaries (R, and R)) of
an MLP neural network
to classify patterns

from two classes

s

Source: Jain, Duin e Mao (2000).

length (cm) width (cm) length (cm) width (cm) “
48 34 1,6 02

6,2 2,2

Iris setosa
45 15 Iris versicolor
54 2,1 Iris virginica
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pers), fraud and error identification (six papers), issue
of going concern' opinion (three papers), identifica-
tion of situations where there is too much exposure
to financial risks (three papers) and bankruptcy fore-
cast (twelve papers). These authors state that neural
networks may be superior to other techniques when
data is available in large samples, the scale of values
to be analyzed is large and associations among data
are poorly defined and barely noticeable.

Garrity, O’Donnell and Sanders (2006), when
defending continuous auditing and the use of com-
putational intelligence, also highlight applications
of artificial neural networks in the same areas men-
tioned by Calderon and Cheh (2002) and Koskiva-
ara (2003).

Cerullo and Cerrullo (2006) analyze the use of
neural networks to predict fraud in financial state-
ments, by using coefficients and information on re-
sulting from analyses of the accounting statements
themselves. The authors state that neural networks
process large amounts of data to solve problems
by recognizing trends and complex relationships,
which are barely noticeable to other computational
methods.

Taha (2012) justifies the use of neural networks
in auditing and concludes that such neural networks
are better than statistical methods for planning and
conducting audits. From his perspective, neural ne-
tworks may indicate which financial statements are
most likely to contain substantial errors, guiding the
auditor in relation to how in-depth audit tests are and
providing further conditions to issue a more accurate
opinion on these financial statements.

Pourheydari, Nezamabadi-Pour and Aazami
(2012) used four pattern classification techniques to
identify modified" and unmodified™ audit opinions
on financial statements. Although their study shows
other very interesting findings, its results showed that
the MLP neural network proved to have high ability
to identify different types of audit opinions on the
financial statements, achieving a success rate of over
87 %, jointly considering modified and unmodified
opinions.

Finally, Byrnes er al (2014) defend the appro-
priation of data analysis techniques by auditing
standards. From their perspective, technological deve-
lopments, such as cloud computing, and the advances
of data science contribute to enhance the effective-
ness and efficiency of the audit work. They argue
that the incorporation of computational intelligence

40

enables continuous and predictive audits, more effec-
tive fraud detection and the safer issue of opinions.

These authors also point out several opportu-
nities that are enhanced by the use of data analysis in
financial audits, such as: the identification of risks as-
sociated with audit contracts (risks of bankruptcy and
senior management fraud); the identification of risks
of material errors and the performance of substanti-
ve tests and the identification of non-conformities in
financial statements due to fraud.

These applications support, almost entirely, the
works carried out by the control bodies. In addition,
pattern recognition using artificial neural networks,
may be used in many other audit problems. Some
examples are the identification of fraud in bidding and
procurement public processes and the granting of be-
nefits from government programs, the identification
of personnel admission or pension registration deeds
not qualified for such, as well as a tool for continuous
and predictive audit of the Government’s Accounts,
part of the annual review of the President’s govern-
ment accounts. Therefore, the use of neural networks
may be an important tool to improve the effective-
ness, efficiency and even the economy of the works
carried out by these institutions.

6. FOSTERING THE USE
OF COMPUTATIONAL
INTELLIGENCE IN AUDITS

It has been well established that it is the duty
of the Federal Court of Accounts (TCU) not only to
control legality and compliance, but also to control
efficiency, economy, efficacy and effectiveness of ma-
nagement actions in relation to individuals who use,
collect, keep, manage or administer public monies,
values and goods.

To perform an audit in all its dimensions, the
TCU has been granted several duties by constitutio-
nal and infra-constitutional norms, which, over time,
have become quite complex and varied, demanding
a timely, focused and intelligent action, in order to
optimize the resources made available to it.

Society, by becoming increasingly connected
and aware of the need for greater transparency in the
use of public resources, has increasingly demanded
that government databases be made available. In this
context, the TCU has often faced the need to properly
handle this information and use it to assist its mission
to improve the Government to benefit society.
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In this scenario, the Presidency of the TCU,
during the administration of Minister Aroldo Ce-
draz, decided to undertake actions to encourage
the use of computational intelligence applied to
audits.

Two strategic guidelines, which were outlined
for TCU’s 2015-2021 Strategic Planning and approved
by TCU Order 141 from April 1%, 2015, stand out in
this context: (i) using control intelligence to identify
on a large scale the risks of nonperformance or ina-
dequate implementation of products and services
and inducing such practices to other parties subject
to jurisdiction; and (ii) developing comprehensive
organizational competence to work with emerging
technology resources and analyzing large databases
(Big Data).

At the tactical level, the 2015-2017 Audit Plan
defines a line of action, which takes part in this mo-
vement, i.e., continuously monitoring, from the tre-
atment of information databases, the use of public
funds, in order to timely detect and correct possible
diversions.

An outstanding initiative associated with
this movement was the launch, on September 28,
2015, of the TCU Center for Research and Innova-
tion (CePI). This unit, which had already begun its
activities in January 2015, aims to promote applied
research in the TCU and coordinate the Innovation
and Co-participation Lab (coLAB-i).
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The coLAB-i aims to support innovative pro-
jects, ensure the knowledge management of develo-
ped solutions, coordinate cooperation activities and
promote training activities and events in relation to
topics at the frontier of knowledge. In addition, the
coLAB-], the first innovation laboratory in a control
body, had the privilege of joining the select group in-
cluded in Nesta’s map of global laboratories (http://
www.nesta.org.uk/ ) in its first year operating.

In addition, the TCU has promoted seminars
and training courses on data analysis and given awar-
ds, through the Reconhe-Ser program, to several pro-
jects applying data science tools.

7. CONCLUSION

The rapidly growing capacity of computer pro-
cessing and the availability of large databases made
it easier to use more sophisticated data analysis and
classification methods. In this context, pattern recog-
nition techniques, such as artificial neural networks,
gained prominence in applications in various bran-
ches of knowledge.

Artificial neural networks are number proces-
sing systems formed by highly connected processing
units and able to map nonlinear relationships present
in large databases. Using the nonlinear discriminant
analysis theory and the error backpropagation algo-
rithm for training and optimizing their parameters,
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the multilayer perceptron neural networks are able
to generalize the acquired knowledge and classify
patterns with high success rates.

Classification patterns with the use of neural
networks may help control bodies at all audit stages,
whether in the planning, execution or report stage.
Several studies have presented applications for risk
assessment, fraud and error identification, continuing
assessment (going concern opinion), identification of
situations where there is too much exposure to finan-
cial risk, bankruptcy forecast, and identification of
modified and unmodified audit opinions on financial
statements, among others. This is a vast and yet little
explored scope of application.

The audit activity, in particular, understands
information and knowledge as input and product, and
such elements increasingly depend on information te-
chnology. Data processing to extract information is,
therefore, indispensable to leverage control activities
in an increasingly connected society.

The TCU, aware of this reality and the need
to conduct increasingly focused, timely and intelli-
gent actions, has encouraged the use of data science
applied to audits, through various actions contained
in its Strategic Plan and Audit Plan. We highlight the
launch, on September 28 2015, of the Center for
Research and Innovation (CePI).

NOTES

I Also known as continuity evaluation, it consists in analyzing
short and medium term cash flow of an operation, business
or company. It sustains short-term strategic decisions based
on cash generation and business liquidity, revealing the
financial strength of a company for the following months
and deciding on fundings, refundings, investments and
other strategic, operational and financial elements.

Il An opinion with reservations, adverse opinion and
abstention of opinion on financial statements, necessary
when: (a) the auditor concludes, based on the obtained
audit evidence, that the financial statements as a whole
present relevant misstatements; or (b) the auditor is able to
obtain appropriate and sufficient evidence to conclude that
the financial statements as a whole do not present relevant
misstatements.

Il The opinion given by the auditor when he concludes
that the financial statements, in all relevant respects, were
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prepared in accordance with the applicable financial
statement structure.
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Information Science and Public
Administration: an approach to
Information Governance using
the Mediation Law as a facilitator
in improving the efficiency of
information management

ABSTRACT

Information is an essential element in the for-
mulation of organizational policies to obtain favo-
rable economic results. This article aims to review,
in the Public Administration, some aspects of Infor-
mation Governance and Information Science, with
which methods of mediation can be used among
users of information, including for the conflict re-
solution addressed by Brazilian Law 13,140/2015,
in order to improve the Information Management
process.

Keywords: Governance; Information Scien-
ce; Information Management; Mediation; Law.

1. INTRODUCTION

For the study of sciences, information is a me-
aning transmitted to a conscious being by a message
inscribed in a time-space material support, which
can be printed, electromagnetic signals, and sound
wave. To this end, signs and symbols are used to
associate a concrete element, the signifier, to a re-
presentative element, the signified.

This article aims to review some aspects of
Information Governance and Information Science
in the Public Administration. Methods of mediation
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can be used with these aspects among users of in-
formation to improve the Information Management
process, including for conflict resolution, as establi-
shed by the Mediation Law (13,140/2015) and by the
new Civil Procedure Code (Law 13,105/2015).

2. INFORMATION SCIENCE -
PUBLIC ADMINISTRATION

One observed in the Brazilian Public Admi-
nistration that every governmental action for imple-
menting and developing policies is strictly related
to the use of technology resources. This enables
among other things, efficient information mana-
gement, reducing operational costs and improving
the control of processes and activities whose results
seek the wellbeing of society.

This way, the importance of streamlining
state administrative actions increases, which encou-
rages the conscious use of information resources by
regulating and standardizing procedures.

In this context, information science appe-
ars as an assistant in understanding those aspects
related to information management in the Public
Administration, as it can be understood as an in-
terdisciplinary area by nature, with investigative
and analytical purposes. Its objective is to study the
phenomena correlated to information production,
organization, dissemination, and use in all fields of
knowledge.
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A

For Information Science, the use of the
word “information” indicates a specific perspecti-
ve based on which the concept of communication
of knowledge has been determined. This perspec-
tive comprises characteristics such as innovation
and relevance, that is, it refers to the process of
transformation of knowledge and, particularly, to
its selection and interpretation within a specific
context.

In Capurro’s perspective (20083), the con-
cept of information as we use it in everyday English
in the sense knowledge communicated plays a central
role in today’s society... “it is commonplace to con-
sider information as a basic condition for econo-
mic development together with capital, labor, and
raw material;”. However, when quoting Bogdan

(1994), we see that the concept of “information”
goes beyond the field of sciences, that is:

(...) The notion of information has been taken to
characterize a measure of physical organization (or
decrease in entropy), a pattern of communication
between source and the receiver, a form of control
and feedback , the probability of a message being
transmitted over a communication channel, the
content of a cognitive state, the meaning of a linguistic
form, or the reduction of an uncertainty. There seems
to be no unique idea of information upon which these
various concepts converge and hence no proprietary
theory of information (CAPURRO, 2003)
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Nonetheless, “information” is better defined
when one understands its useful character for hu-
man beings. In this sense, Capurro (2003) writes
about Machlup and Mansfield (1983). In “The stu-
dy of information: interdisciplinary messages”, they
collect views on the interdisciplinary controversy in
computer science, artificial intelligence, library and
information science, linguistics, physics, and in the
social sciences. The controversy is inferred from
the use of the information concept in the context
of signal transmission, when stating that the basic
sense of information is directed to and received by
human minds. Hence, all other senses, including its
use with regard to nonhuman organisms as well as
to society as a whole, are metaphoric and, as in the
case of cybernetics, anthropomorphic. In short, for
Machlup, information is “a human phenomenon.
It involves individuals transmitting and receiving
messages in the context of their possible actions”.

On the other hand, Buckland (1991) presents
three meanings for the term “information” in Infor-
mation Science, distinguishing with regard to:

¢ Information-as-process, where the act of in-
forming changes initial knowledge;

¢ Information-as-knowledge: where the com-
municated knowledge concerning some
particular fact, subject, or event, having the
characteristics of being intangible and hard
to measure, as it is personal and conceptual;

e Information-as-thing: this is used attributi-
vely for objects, such as data and documents
that are referred to as “information” because
they are regarded as being informative.

Hence, he reaffirms the concept of documents
(information-as-thing), indicates the subjective na-
ture of information, and supports the idea that

Figure 1: Four Aspects
of Information
Information-as-knowledge - knowledge

Information-as-process — Effect of transmitting knowled-

ge, becoming informed
Source: Buckland (1991)
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anything can be informative within a context for
representative use. Figure 1 shows these relations
that information assumes in four aspects.

According to the definition set forth in Law
12,527/2011 — Law of Information Access, informa-
tion is “data, processed or not, in any media, sup-
port or format, that may be used for production and
transmission of knowledge”.

It is verified, therefore, that for an informa-
tion system, “data” are raw elements represented by
symbols that may be quantified, structurally orga-
nized, and mathematically described.

When focusing on these concepts, we verify
the importance of information as an indispensable
object in the production and transmission of know-
ledge, which, in turn, has become essential for the
formation of a person and of the society with which
they relate.

3. GOVERNANCE - INFORMATION
MANAGEMENT

The Federal Public Administration has at-
tempted to develop their actions within a ma-
nagerial framework in order to contribute to the
efficient and economic use of resources and to
reach a higher number of beneficiaries. That
means that society’s consciousness is more and
more notorious, participative and demanding so
that public assets can be accessible and used for
everyone’s benefit. This challenges public mana-
gers to be more qualified and engaged in the sear-
ch for improvements in processes for which they
are responsible.

The issue that the Administration currently
faces is how to overcome the barriers to the imple-
mentation of the Public Management’s managerial
model and to support the initiatives to develop an
efficient information and communication structure,
without compromising the necessary state controls

Intangible Tangible

Information-as-thing — Data, Documents

Information processing — treatment of data,
documents
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that ensure that there is no embezzlement when
applying public policies and resources.

According to an article by Borges and Ser-
rao (apud Romilson Pereira) published in the Journal
of the Federal Court of Accounts — TCU, the origin
of governance is attributed to the movement that
happened in the United States in the 1980s. Big in-
vestors were against corporations that were being
managed in a way that did not meet the interest of
shareholders. “The subject would become notorious
with the financial scandals that broke in several cor-
porations of that country” (Magazine TCU, no. 122,
page 120, 2011).

Jessop (apud Pereira) clarifies that the term
was already used in the 1940s and that governance
arose from the need, attempt and hope to minimize
risks, reduce the inherent complexity, in other wor-
ds, to govern and control phenomena and events
in the real world, which would naturally be neces-
sary and contingent. Therefore, what happened in
the mid-80s was the discovery of governance by
corporations.

Thus, we can consider that governance in
the public sector is founded basically on the prin-
ciples of transparency, integrity and accountability,
the same ones suggested for corporate governance.
Due to its particularities, governance in the public
sector must be connected to behavioral patterns,
well-defined organizational processes and structu-
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res, control networks, and management reports in-
tended for the external public.

These concepts are connected to those of
governance, including corporate and information
governance. They comprise several fields of inte-
rest, such as technology, security, communication,
and knowledge, and require constant improvements
and maturity in the Public Administration before
becoming effective and permanent.

Therefore, as a development of governan-
ce, information governance may be established
consisting of aspects of leadership, organizational
structure, and processes that ensure that the duties/
responsibilities of information management sup-
port and improve the organization’s objectives and
strategies.

In this sense, the management and forma-
tion of knowledge are closely linked to information
management itself. Among others, the aspects of
security and resource control inherent to the kno-
wledge dissemination process must be observed,
constituting an integrated and harmonic system.

According to Simch and Tonetto (2007),
other aspects that are part of an Information System
environment and are disseminated by professional
practices classify the information by priority levels.
They respect the needs of each company, as well as
the importance of information classification, for the
maintenance of the company’s activities.
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For Eluzia (SILVA, 2009), the importance
of the information systems available in the Public
Sector is intended to support their operational con-
ditions and, at the same time, they are also used “to
support the sector activities in agencies and enti-
ties, becoming more objective, complete, fast, and
transparent”.

Although this kind of management is similar
to what is called corporate governance in the private
sector, there is still a lot to improve in the public sec-
tor, especially regarding information management.
The main agents, responsible for making decisions,
generally have little knowledge of the technical as-
pects that this type of management comprises, even
though information must necessarily be the intrinsic
and indispensable element throughout the formal
process that enables making the right decision.

In this context, it is emphasized that the
decisions made must target the inherent role of the
Public Administration or of the State itself, which is
to meet the needs of society and citizens, given that
it is this same society that establishes the conditions
and limits for the State to exercise its power.

Nevertheless, the conflict of interests is also
present in this relation, as this is a characteristic
element in human beings that intend to constantly
satisfy their needs while also observing the limits
established by social interaction.

In this aspect, in a systemic view, the orga-
nization must consider the constituent parts of the
entire organizational framework, as well as the rela-
tionship between these parts, so that conflicts may
be satisfactorily resolved. For this purpose, it will be
necessary to use structured methods and objective
techniques that may be applied whenever different
interests arise when serving citizens. One example
is alternative dispute resolution methods, that is,
mediation and conciliation used as facilitators in the
dialogue between the interests of the Administration
and service users.

4. MEDIATION IN INFORMATION SCIENCE

According to Almeida Junior (2009), mediation
can be understood as “every action of interference
taken by the information professional, whether it is
direct or indirect, conscious or unconscious, singu-
lar or plural, individual or collective, which enables
the appropriation of information to fully or partially
meet an informational need”.
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Considering the scope of information treat-
ment, going from storage to dissemination, such
mediation has started to play not a supporting role
in Information Science, but it effectively interferes
in its own object — information.

Practically speaking, mediation of informa-
tion is only understood as linked to the information
service or, more specifically, to spaces and actions
that target customer services. However, it is impli-
citly present in some other actions, even though by
guiding and directing all activities being conducted.
This makes the idea of work that is not directed
to satisfying information needs unconceivable. In
these cases, the following can be mentioned: in-
formation storage, which is updated according to
users’ interests and demands; the selection policy,
discussed in the development of informational col-
lections, which has the final user as supporting
ground. The same applies to the works of infor-
mation processing: its actions aim to recover in-
formation that meets and satisfies the users’ needs.

Still according to Almeida Junior (2009), the-
re is a distinction between implicit and explicit
mediation. The former is held in spaces with in-
formational equipment, where actions are develo-
ped without the immediate presence of users. In
these spaces, are information selection, storage and
processing. On the other hand, the explicit media-
tion occurs in spaces where the presence of users
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is inevitable, “even if this presence is not physical,
such as in long distance accesses in which a con-
crete and on-site interference of a professional is
not required”.

In this context, it is established that media-
tion comprises consciously developed actions that
are based on knowledge dominated and externali-
zed with reasonable control. It also includes actions
that allow unconscious knowledge to emerge, whi-
ch cannot be controlled and is interconnected with
conscious knowledge.

(...) the mediation of information enables users to be
the protagonist in the appropriation process, as they
determine the existence or not of the information that
arises from knowledge modification, reorganization,
re-structuring, and transformation. Ultimately, the one
who determines the existence of the information is the
user, that person who uses the contents of information
supports (ALMEIDA JUNIOR, 2009).

Another aspect highlighted by Information
Science is that neutrality and impartiality, althou-
gh sought, are not accomplished in the mediation
process because information itself is not neutral, it
is immersed in ideologies and in several interests,
such as economic, political, cultural, and formation
interests.

Therefore, we notice that information is not
simply transferred and transmitted, which would
imply an exchange, a change of place. Information
is present in supports and needs to be appropriated
by interested parties that is when it will begin to
belong to the reconstructed knowledge.

This understanding is especially important
for the Public Administration. It enables the increa-
se of efficiency in information services and resource
management, as the process of receiving information
is no longer addressed as a simple activity of trans-
ference, dissemination and availability; it becomes
embedded in and interdependent of a wider process,
that is, information mediation.

In this sense, taking into account that ap-
propriation and interference occur in various fields,
from information production to its final destination,
going through informational support (media, equi-
pment, tools) and agents to the citizen-user, mana-
gers and agents are no longer seen as direct trustees
of information, but they play the role of mediators.
They interfere in the entire process of information
appropriation of citizen-users in an undoubtable and
determining manner and allow them to become ac-
tive parts in this mediation.

Seen this way, as an object of interest to
parties, information is the basis of knowledge re-
construction as it deals with uncertainties and, as a
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substitute, it begins to generate conflicts between
these same parties.

5. MEDIATION LAW - ALTERNATIVE
DISPUTE RESOLUTION IN
PUBLIC ADMINISTRATION

In the conception of Luiz Guilherme (Marino-
ni et al., 2015), mediation consists of “the inclusion
of a neutral third person to assist in the negotiation
between the parties. The intention is to collabora-
te so that the parties may reach an agreement on
their own”.

According to Rodrigo Cardoso Magno
(2018), the reputable mediation characteristics may
“point to an apparent conflict with the principles of
administrative law, which lays down its roots on
state sovereignty and on the vertical relation betwe-
en State and those being administered — historically
known as subject”. In mediation, the parties are pla-
ced in a horizontal position and seek to meet their
needs and interests in a harmonic manner, upholding
a customized way of justice”.

Nevertheless, it is verified that when the
public interest is above private interest, the pro-
motion of individual rights must be observed with
proportional consideration, guided by the principle
of human dignity.

Within the juridical scope, legality would
comprise both an imperative action from the admi-
nistration as a consensual performance. The prin-
ciple of legality does not hinder managers from
adopting consensual solutions for dispute resolu-
tion. Therefore, “it must be assessed if the selected
option — whether imperative or consensual — may
result in maximum effectiveness of the principle of
efficiency, thus respecting the fundamental rights”
(MAGNO, 2013).

Law 13,140/2015 (Mediation Law) provides
for mediation between private parties as a way of
dispute resolution and for the alternative dispute
resolution in the public administration. Article 1,
sole paragraph, defines mediation as “the technical
activity conducted by a neutral third person without
any decision-making power, who, after being chosen
or accepted by the parties, assists them and encoura-
ges the identification or development of consensual
solutions for the dispute”.

This law is extremely relevant as it regulates
out-of-court mediation and also has some aspects
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of court mediation. That is why it is important to
interpret it along with the Civil Procedure Code —
CPC, which introduces public mediation and con-
ciliation that are being used in direct and indirect
Public Administration.

In these terms, the New Civil Procedure
Code sets forth the following in its Article 174:

The Federal Government, States, Federal District, and
Municipalities shall create mediation and conciliation
councils with the following duties related to the
consensual resolution of disputes at administrative
level: | - settle conflicts involving public administration
bodies and entities; Il — assess the admissibility of
conflict resolution requests in the public administration
by conciliation; Ill - promote the execution of the
Conduct Adjustment Term (TAC), when applicable.
(Law 13,105/2015)

In the Public Administration, it is possible to
apply alternative dispute resolution methods, such
as mediation and conciliation, but they are subject
to the possibility of using such methods in the area
of public interests. It is also possible to apply other
techniques when alternative dispute resolution me-
thods are not feasible, such as the execution of the
Conduct Adjustment Term — TAC, in case of con-
flicts involving Public Administration bodies and
entities.

The parties are not restricted to only me-
diation and conciliation. Based on each case, the
judge may grant to the involved parties the possi-
bility of using other alternative dispute resolution
techniques.

According to Law no. 13,140/2015, the media-
tion and conciliation procedure is permeated with
norms, rules, and principles that must be informed
to the parties at the beginning of a session. Other
constitutional principles of Brazilian proceedings
must also be observed:

* Independence — freedom to act, without being
internally or externally pressured, being allo-
wed to reject, suspend or interrupt the session
if the conditions required for a good progres-
sion are lacking;

* Isonomy - equal treatment of parties, prevai-
ling the random distribution of proceedings
to mediators and conciliators;
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e Freedom of will — respect to the parties’ di-
fferent points of view, ensuring they make a
voluntary and non-coercive decision, with
freedom to make their own decisions during
or at the end of the proceedings, or even to
interrupt it at any time;

® Search for consensus — maintenance of a fa-
vorable environment so that the parties may
reach a satisfactory agreement;

e Confidentiality — non-disclosure of any in-
formation obtained in the session, unless
explicitly authorized by the parties, required
by law, or necessary for honoring the agree-
ment reached by the mediation;

e Orality and informality — maintenance of
the cohesion with objectivity and avoidan-
ce of unnecessary formalities and excess of
bureaucracy;

¢ Informed decision — to keep the parties fully
informed as to their rights and the factual con-
text they are in; and

e Impartiality — lack of favoritism, preference,
or prejudice, ensuring that personal values and
concepts do not interfere in the result.

Impartiality permeates the entire mediation
and conciliation procedure. Mediators and concilia-
tors are subject to this, which is also mandatory in
conciliation and mediation in private councils (Ar-
ticle 170, 172, and 173 of CPC).

In this sense, mediation in the scope of admi-
nistrative law can still be held in the administrative
dispute phase — administrative mediation, in which
the administrative authority elects the cases eligible
for mediation and proposes to the parties the adop-
tion of an alternative solution (out of court). It can
also be held in the judicial phase, in which there is
the commencement of proceedings at court; this is
called mediation “attached to the court”. Therefo-
re, the phase in which mediation will be proposed
and used depends on the administrative and judicial
procedures adopted by the Public Sector.

According to Magno (2013), when quoting
Brazilian scholars, the principles of consensus and
efficiency in the Public Administration as well as the
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interest for adopting a “Preventive Advocacy” have
become more important in Administrative Law. It
endows, thus, the “State attorney with a proactive
attitude that seeks conflict resolution”.

6. APPLICATION OF CONFLICT
RESOLUTION

Some aspects may arise when evaluating an
internal environment of a public body that provides
services to society related to delivery and provision
of information or products such as transparency and
effectiveness regarding the obligation of making
information accessible to the public, as per Law
12,527/2011 (Law of Information Access).

It should be noted that an internal environ-
ment is influenced by the relationship between pe-
ople, who are responsible for the performance of
activities that contribute to the efficacy of business.
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Therefore, for mediating the information and
the conflicts resulting from the relation between
people, one can infer a model of event application
that may be used in the Public Administration as
basis for the improvement of information mana-
gement and its connection with good governance.
The use of models helps in the comprehension and
scaling of actions that enable efficiency in resour-
ce allocation. It is also a relative parameter of a
situation lived in the organizational environment
and directs the efforts towards the improvement
of the institutional performance when achieving
established goals.

When observing some departments of a ty-
pical public institution that have specific charac-
teristics when dealing with information (such as
the document registration and distribution de-
partment), as well as those departments that have
relationships with external users (with typical cus-
tomer service activities), one can verify the possi-
bility of conflicts. This includes conflicts resulting
from mistakes in the institution’s internal manage-
ment, which generates resistance and compromises
the service quality. One example is when a public
servant must treat some information deemed im-
portant, but does not have the knowledge nor the
proper tools to do so. The trend, in this case, is to
be resistant in face of the risk of having to accoun-
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ted for possible damages caused to the institution
because of inadequate use of the information they
had access to.

In this context, considering that the level of
demand of people is variable due to the influence
of their culture, history, beliefs, ideology, and ex-
periences - which affect the relations developed in
customer service and in information service provi-
sion to citizen-users - it is appropriate to unders-
tand that when providing a service to society, the
“service” concerns the satisfaction of demands for
information, product, and service of the citizen.
On the other hand, “treatment” concerns the way
the user is received and served. These integrated
and complementary actions make up a service of
excellence.

Thus, a good “service” refers to quality, whi-
ch includes a good “treatment” and the sufficient
and timely satisfaction of the demands for infor-
mation, product, and service.

Thus, it is possible to imagine a situation
in which the user is not satisfied with the results
obtained from the service. One example is when
the user requests information on public services
concessions aiming to obtain a detailed analysis
of the financial and economic status of the conces-
sionaire companies, as well as the registry data of
their co-owners. In this situation, the Public Admi-
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nistration denies the request explaining that this
information is exclusive to the government entity
connected to its administrative performance.

[t may be inferred that when an information
request is denied, the citizen-user tends to depre-
ciate the service received from the Administration,
even if this denial has been legally justified. This
may figure as a conflict between the involved par-
ties with consequences, sometimes unpredictable,
to the Public Administration. In any case, however,
the treatment provided to the citizen must always
be respectful and helpful, regardless of being consi-
dered satisfactory in the citizen-user’s opinion.

A good practice adopted as a measure for
efficiency and quality in order to monitor the range
and the impact of the service provided by the Ad-
ministration is to implement communication chan-
nels so that citizen-users may record their demands,
whether for information or products, as well as their
opinion about the service.

In the case of the example above, the user,
unhappy with the rejection from the Administration,
may claim his rights to have access to that informa-
tion based on the democratic principles of transpa-
rency and publicity of administrative acts, which are
essential for the exercise of social control.

Suppose that, in this situation, the user
appeals against the decision to the competent de-
partment. There will be a bureaucratic procedure,
such as the completion of forms and submission of
copies of the documents containing the notification
and formalization of the administrative proceedings.
The user will have the impression that his request
will follow a more strict process, and will be bet-
ter reviewed and certainly granted. Nevertheless,
should the request be once again denied, the user’s
dissatisfaction will be so deep that he will be cons-
trained to appeal to court against the administrative
decision.

In the hypothetical situation above, one
notices that the efficiency and economy in public
management acts tend to be compromised, as the
Administration will be obligated to allocate resour-
ces for its representation in court. On the other hand,
the court will put in efforts to satisfy society’s desire
before a governmental entity.

Situations that involve conflicts to be
analyzed and deliberated in court are recurrent in
the Public Administration and many initiatives of
out-of-court settlements are undertaken in seve-
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ral public sector institutions. This seeks economy
when using resources as well as to expedite the
proceedings.

In this sense, Law 13,105/2015 (New Civil
Procedure Code) brings important guidance for the
structure and management of state activities. Arti-
cle 174 indicates the Public Administration as the
protagonist in the resolution of conflicts between
parties by creating mediation and conciliation coun-
cils with duties related to the consensual resolution
of disputes at administrative level. This guidance is
specified in Law 13,140/2015 (Mediation Law), lis-
ting activities regulated and supervised by the Public
Entity, and enables the reduction of bureaucracy by
allowing the use of technology as a conflict resolu-
tion instrument

Article 43. The public administration institutions
and entities may create councils to resolve disputes
between private parties, if conflicts are related to the
activities regulated or supervised by them.

Article 46. Mediation may be held over the Internet or
through other communication channels that enable
this to be long distance, provided that the parties agree
with such.

Sole Paragraph. The party residing overseas may choose
to be subject to the mediation as per the provisions of
this Law. (Law 13,140/2015)

Given the above and taking into consideration
the example presented, one can provide a possible
solution for the conflict that led the citizen-user to
seek court to have his demand satisfied. Firstly, this
solution would comprise the creation of a media-
tion and conciliation council in the respective public
institution, with duties related to the consensual
resolution of disputes at the administrative level.
Alternately and without compromising the func-
tions of this council, the Administration can seek
assistance from the existing Mediation and Conci-
liation Centers at Courts through a covenant or a
cooperation term.

In any case, with the Mediation Law, it is
necessary to train servants regarding the conciliation
and mediation techniques so they may be able to
resolve the conflicts that arise in the everyday life
of existing relations with society in state activities.
Some entities have provided this capacity building,
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such as the National Mediation and Conciliation
School (ENAM), of the Judicial Renovation Secreta-
riat, Ministry of Justice (SRJ/M]), and the National
Justice Council (CNJ).

7. CONCLUSION

In the Brazilian Public Administration, the im-
portance of streamlining information management
is connected to the conscious use of information
resources and aims to improve the efficiency and
results when providing services to society.

In this context, information science appears
as an assistant in understanding those aspects related
to information management in the Public Adminis-
tration, as it can be understood as an interdiscipli-
nary area by nature. Its objective is to study the
phenomena correlated to information production,
organization, dissemination, and use in all fields of
knowledge.

Through aspects of leadership, organizatio-
nal structure and processes, governance enables the
information management responsibilities to sup-
port and improve the organization’s objectives and
strategies. However, when dealing with the needs
of society and citizens, one must be aware of the
conflicts of interests that are a characteristic element
in human beings who constantly intend to satisfy
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their needs while observing the limits established
by social interaction.

In order to resolve conflicts in a satisfactory
manner, it is necessary to use structured methods
and objective techniques, among which there are
alternative dispute resolution methods (mediation
and conciliation).

With the Mediation Law, alternative dispu-
te resolution method have become important in the
public administration, as it re-establishes commu-
nication and trust between the parties, who have
a collaborative attitude towards an agreement or
social pacification of the conflict. In this sense, me-
diation can still be held in the administrative dispu-
te phase — administrative mediation, in which the
administrative authority elects the cases eligible for
mediation and proposes to the parties the adoption
of an alternative solution (out of court). It can also
be held in the judicial phase, in which there is the
commencement of proceedings at court.

This article aimed to present the reasona-
bleness of applying adequate conflict resolution to
improve information management as a good practice
towards governance in the Public Sector. It took into
account that the level of demand from people is va-
riable and this is reflected in the relations developed
in customer service and when the Administration
provides information services.
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In this sense, Law 13,105/2015 (New Civil
Procedure Code) and Law 13,140/2015 (Mediation
Law) bring important guidance for the structure
and management of state activities. They indicate
the Public Administration as the protagonist in the
resolution of conflicts between parties by creating
mediation and conciliation councils with duties rela-
ted to the consensual resolution of disputes at admi-
nistrative level. This improves resource management
and the satisfaction of society’s needs.

Finally, it has been verified that the analysis
performed refers to one of the immensurable aspects
of the information mediation process. It is neces-
sary to improve this practice with new studies and
guidance.
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A Metric of Software Size as
a Tool for IT Governance

ABSTRACT

This paper! proposes a new metric for software
functional size, which is derived from Function Point
Analysis (FPA), but overcomes some of its known defi-
ciencies. The statistical results show that the new metric,
Functional Elements (EF), and its submetric, Functional
Elements of Transaction (EFt), have higher correlation
with the effort in software development than FPA in
the context of the analyzed data. The paper illustrates
the application of the new metric as a tool to improve
IT governance specifically in assessment, monitoring,
and giving directions to the software development area.

Index Terms: Function Points, IT governance, IT
performance, Software engineering, Software metrics.

1. INTRODUCTION
1.1 RESEARCH SUBJECT

Organizations need to leverage their investments
in technology to create new opportunities and produce
change in their capabilities [RUBIN 1993, p. 473]. Accor-
ding to ITGI [2007, p. 7], information technology (IT) has
become an integral part of business for many companies
with key role in supporting and promoting their growth.
In this context, IT governance fulfills an important role of
directing and boosting IT in order to achieve its goals alig-
ned with the company’s strategy.
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Figure 1:
Cycle Assess-Direct-
Monitor of IT Governance

Pressures of Business
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Source: 15O 38500 (3, p. 7]
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/ Assess \
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In order for IT governance to foster the success
of IT and of the organization, ISO 38500 [ISO, IEC,
2008, p. 7] proposes three main activities: to assess the
current and future use of IT; to direct the preparation
and implementation of plans and policies to ensure
that IT achieves organizational goals; to monitor per-
formance and compliance with those policies (Fig. 1).

A metric of software size can compose several
indicators to help reveal the real situation of the syste-
ms development area for the senior management of an
organization, directly or through IT governance struc-
tures (e.g., IT steering committee). Measures such as
the production of software in a period (e.g., measure
of software size per month) and the productivity of
an area (e.g., measure of software size per effort) are
examples of indicators that can support the three acti-
vities of governance proposed by ISO 38500.

For the formation of these indicators, one can
use Function Point Analysis (FPA) to get function points
(FP) as a metric of software size. Created by Albrecht
[1979], FPA has become an international standard for
measuring the functional size of a software with the
ISO 20926 [ISO; IEC, 2009] designation. Its rules are
maintained and enhanced by a nonprofit internatio-
nal group of users called International Function Point
Users Group (IFPUG), responsible for publishing the
Counting Practices Manual (CPM), now in version
4.3.1 [IFPUG, 2010].
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Because it has a direct correlation with the effort
expended in software development [ALBRECHT; GA-
FENEY, 1983; KEMERER, 1987], FPA has been used as a
tool for information technology management, not only in
Brazil but worldwide. As identified in the Quality Research
in Brazilian Software Industry report, 2009 [BRASIL, 2009, p.
93], FPA is the most widely used metric to evaluate the size
of software among software companies in Brazil, used by
34.5% of the companies. According to a survey carried out
by Bundschuh and Dekkers [2008, p. 393], 80% of projects
registered on the International Software Benchmarking
Standards Group (ISBSG), release 10, which applied me-
tric used the FPA.

The FPA metric is considered a highly effective ins-
trument to measure contracts [VAZQUEZ et al., 2011, p.
191]. However, it has the limitation of not treating non-
-functional requirements?, such as quality criteria and
response-time constraints. Brazilian federal government
institutions also use FPA for procurement of development
and maintenance of systems. In addition to the several de-
cisions® by the Brazilian Federal Court of Accounts (TCU)
that point out FPA as an example of metric to be used in
contracts. the Metrics Roadmap of SISP [BRASIL, 2012], a
federal manual for software procurement, recommends
its application to federal agencies.

Despite the extensive use of the FPA metric, a
large number of criticism about its validity and ap-
plicability, described in Section 2.2, put in doubt the
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correctness of its use in contracts and the reliability
of its application as a tool for IT management and IT
governance.

So the question arises for the research: is it pos-
sible to propose a metric for software development,
with the acceptance and practicality of FPA, that is,
based on its concepts already widely known, without
some of the flaws identified in order to maximize its
use as a tool for IT governance, focusing on systems
development and maintenance?

1.2 RESEARCH RATIONALE

The rationale for the research can be analyzed
based on the interest of several players involved in the
context of software development and maintenance:

1. governance committees: metric can derive in-
dicators that will enable greater IT governability;

2. IT manager*: metric can allow for better con-
trol towards achieving the goals set by upper
administration;

3. suppliers from the private market and public
agencies: metric can increase objectivity of the
relationship, enabling contracts with a lower pro-
bability of causing problems, with payment per
results and fair prices;

4. oversight bodies, such as TCU: the metric can
support evaluation, on a more objective basis,
of software development public contracts (e.g.
evaluations on IT planning, contract planning
and contract management);

5. research institutions: the study proposed can
serve as the foundation for new studies, after
all, the field of metrics does not have many
good research papers. A survey by Jérgensen
and Shepperd (2007, p. 36) shows that most of
the research of software costs does not take into
consideration articles that have already been pu-
blished and criticizes the obsolescence of the
data used.

1.3 CLASSIFICATION OF METHODOLOGY

This paper can be classified as a practical resear-
ch, according to the Demo classification (apud ANDRA-
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DE, 2002, p.4) since it aims at solving problems related
to actual application, as mentioned in section 1.2.

According to Andrade (2012, p. 5-6), with regard
to the objectives, the article is exploratory because it
proposes a new approach to metric. Itis also descriptive
because it presents concepts, such as software metric,
and illustrates its application in IT governance. As for
the approach to achieve the objectives, the paper can be
classified as deductive (ANDRADE, 2002, p. 11) since it
proposes a new metric based on theoretical concepts.
As for the procedures adopted, the paper uses the sta-
tistical method (ANDRADE, 2002, p. 14) to build and
evaluate the results.

1.4  SPECIFIC OBJECTIVES
The specific objectives of this paper are:

1. to present an overview of software metrics
and FPA;

2. to present the criticisms to the FPA technique
that motivated the proposal of a new metric;

3. to derive a new metric based on FPA;

4. to evaluate the new metric against FPA in the
correlation with effort;

5. to illustrate the use of the proposed metric in
IT governance in the context of systems develo-
pment and maintenance.

Each of the specific objectives is dealt with in its
own subsection under the topic Development below.

2. DEVELOPMENT
2.1 SOFTWARE METRICS
2.1.1  Conceptualization, categorization, and application

Bundschuh and Dekkers [2008, p. 180-181] des-
cribe various interpretations for metric, measure, and
indicator found in the literature. Concerning this stu-
dy, no distinction is made among these three terms.
We used Fenton and Pfleeger’s definition [1988, p. 5]
for measure: a number or symbol that characterizes an
attribute of a real world entity, object or event, from
formally defined rules®.
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Tablel:
Examples Of Categories

Of Software Metrics Enmy

Number of attributes involved

Target of differentiation

According to Fenton and Pfleeger [1998, p. 74],
software metrics can be applied to three types of enti-
ties: processes, products, and resources. The authors
also differentiate direct metrics, when only one attribu-
te of an entity is used, from indirect metrics, the other
way around [FENTON; PFLEEGER, 1998, p. 39]. Indirect
metrics are derived by rules based on other metrics. The
speed of delivery of a team (entity type: resource) is an
example of indirect metric because it is calculated from
the ratio of two measures: size of developed softwa-
re (product) development and elapsed time (process).
The elapsed time is an example of direct metric. Moser
[1996, p. 32] differentiates size metrics from quality me-
trics: size metrics distinguish between the smallest and
the largest whereas quality metrics distinguish between
good and bad. Table I consolidates the mentioned cate-
gories of software metrics.

Moser [1996, p.31] notes that, given the rela-
tionship between a product and the process that produ-
ced it, a product measure can be assigned to a process,
and vice versa. For example, the percentage of effort in
testing, which is a development process attribute, can
be associated with the generated product as an indica-
tor of its quality. Additionally, the number of errors in
production in the first three months, a system attribute
(product), can be associated to the development process
as an indicative of its quality.

Fenton and Pfleeger [1998, p. 12] set three goals
for software metric: to understand, to control, and to
improve the targeted entity. They call our attention to
the fact that the definition of the metrics to be used
depends on the maturity level of the process being me-
asured: the more mature, more visible, and therefore
more measurable [FENTON; PFLEEGER, 1998, p. 83].
Chikofsky and Rubin [1999, p. 76] highlight that an
initial measurement program for a development and
maintenance area should cover five key dimensions that
address core attributes for planning, controlling, and
improvement of products and processes: size, effort,
time, quality, and rework. The authors remind us that
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Process
Product

Resource
Direct
Indirect
Size
Quality

[13,p. 74]

[13,p.39]

[15,p.32]

what matters are not the metric itself, but the decisions
that will be taken from them, refuting the possibility of
measuring without foreseeing the goal [CHIKOFSKY;
RUBIN, 1999, p. 75].

According to Beyers [2002, p. 337], the use of me-
tric in estimates (e.g., size, time, cost, effort, quality, and
allocation of people) can help in decision making related to
software development and to software projects planning.

2.1.2  FPA overview

According to the categorization in previous sec-
tion, FPA is an indirect measure of product size. It me-
asures the functional size of an application (system) as
a gauge of the functionality requested and delivered to
the user of the software. This is a metric understood by
users, regardless of the technology used®.

It is worth mentioning that, in addition to FPA,
there are four other functional metrics considered ISO
standard of functional metric since they follow the rules
defined in the six norms of the series ISO 14143 (ISO;
IEC, 2002a, 2003, 2004, 2006, 2007, 2011a): MKII FPA
(ISO; IEC, 2002b), COSMIC-FFP (ISO; IEC, 2011b), FiS-
MA (ISO; IEC, 2010) e NESMA (ISO; IEC, 2005). Accor-
ding to Gencel and Demirors (2008, p.4), ISO standard
functional metrics estimate software size based on the
function delivered to users, with a difference in counted
objects and in the way they are counted’.

Functionalities can be of two types: transactions,
which implement data exchanges with users and other
systems, and data files, which indicate the structure of
stored data. There are three types of transactions: ex-
ternal inquiry (EQ), external outputs (EO), and external
inputs (EI), as the primary intent of the transaction is,
respectively, a simple query, a more elaborate query
(e.g., with calculated totals) or data update. There are
two types of logical data files: internal logical files (ILF)
and external interface files (EIF), as their data are, res-
pectively, updated or just referenced (accessed) in the
context of the application.
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Figure 2:
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Fig. 2 illustrates graphically these function types.
To facilitate understanding, we can consider an example
of El as an employee inclusion form which includes in-
formation in the employees data file (ILF) and validates
the tax code informed by the user accessing the external
file taxpayers (EIF), external to the application, which
contain Federal Revenue CPF data. Also in the applica-
tion we could have, hypothetically, an employee report,
a simple query containing the names of the employees
of a given organizational unit (EQ) and a more complex
report with the number of employees per unit (EO).

In the FPA calculating rule, each function is eva-
luated for its complexity and takes one of three classifi-
cations: low, medium or high complexity. Each level of
complexity is associated with a size in function points.

|
Tablell:

Derivation Rule For Complexity

And Size In Function Points

Of An External Inquiry (Eq) 2a3

4 ormore

|

Table lll: Transactions: EQ, EO, I
Categories Of Functional

Attributes For Each Logical files: ILF, EIF

Type Of Functionality
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Table II illustrates the derivation rule for external in-
quiries, according to the number of files accessed (File
Type Referenced - FTR) and the number of fields that
cross the boundary of the application (Data Element
Type - DET).

As for EQ, each type of functionality (EO, EI, ILE
and EIF) has its specific rules for derivation of comple-
xity and size, similar to Table II. Table IIl summarizes
the categories of attributes used for calculating function
points according to each type of functionality.

The software size is the sum of the sizes of its
functionalities. This paper is not an in-depth presen-
tation of concepts associated with FPA. Details can be
obtained in the Counting Practices Manual, version
4.3.1 [IFPUG, 2010].

TR
FIR(file) | — |
1

low (3 low (3 medium (4)
low (3) medium (4) high (6)
medium (4) high (6) high (6)

referenced files (FTR) and fields (DET)
logical registers (Record Element Type - RET) and fields (DET)Campos (ou
1D — tipos de dados)
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2.2 CRITICISMSTO THE FPATECHNIQUE THAT
MOTIVATED THE PROPOSAL OF A NEW METRIC

Despite the extensive use of the metric FPA, men-
tioned in Section I, there are a lot of criticism about its
validity and applicability that call into question the
correctness of its use in contracts and the reliability of
its application as a tool for IT management and gover-
nance (ABRAN; ROBILLARD, 1994; FENTON; PFLE-
EGER, 1998; KITCHENHAM, 1997; KITCHENHAM,;
KANSALA, 1993; KITCHENHAM et al., 1995; KRAL]
et al., 2005; PFLEEGER et al., 1997; TURETKEN et al.,
2008; XIA et al., 2009).

Several metrics have been proposed taking FPA as
a basis for their derivation, either to adapt it to particular
models, or to improve it, fixing some known bugs. To
illustrate, there is Antoniol et al. [2003] work proposing
ametric for object-oriented model and Kralj ez al. [2005]
work proposing a change in FPA to measure more accu-
rately high complexity functions (item 4 below).

The objective of the metric proposed in this pa-
per is not to solve all faults of FPA, but to help to reduce
the following problems related to its definition:

1.low representation: the metric restricts the size
of a function to only three possible values, accor-
ding to its complexity (low, medium, or high).
But there is no limit on the number of possible
combinations of functional elements considered
in calculating the complexity of a function in FPA;

2. functions with different functional complexi-
ties have the same size: as a consequence of the
low representation. Pfleeger ez al. [1997, p. 36] say
that if H is a measure of size, and if A is greater
than B, then H, should be greater than HB. Xia et
al. [2009, p. 3] show examples of functions with
different complexities that were improperly as-
signed the same value in function points because
they fall into the same complexity classification;

3. abrupt transition between functional element
ranges: Xia et al. [2009, p. 4] introduced this pro-
blem. They present two logical files, B and C,
with apparent similar complexities, differing
only in the number of fields: B has 19 fields and
Chas 20 fields. The two files are classified as low
(7 fp, function points) and medium complexity
(10 fp), respectively. The difference lies in the
transition of the two ranges in the complexity
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derivation table: up to 19 fields, it is considered
low complexity; from 20 fields, it is considered
medium complexity. The addition of only one
field leading to an increase in 3 pf is inconsistent,
since varying from 1 to 19 fields does not involve
any change in the function point size. A similar
result occurs in other transitions of ranges;

4. limited sizing of high complexity functions:
FPA sets an upper limit for the size of a func-
tion according to its type. Kralj et al. [2005, p. 83]
describe the situation of functions that are impro-
petly classified as being of high complexity. They
call attention to the need to have higher numbers
for greater complexities and propose a change in
the calculation of FPA as a solution?;

5. operation on ordinal scale: as previously seen,
FPA involves classifying the complexity of func-
tions in low, medium or high complexity, as
a ordinal scale. These labels in the calculated
process are substituted by numbers. An inter-
nal logical file, for example, receives 7, 10 or 15
function points, as its complexity is low, medium
or high, respectively. Kitchenham [1997, p. 29]
criticizes the inadequacy of adding up values of
ordinal scale in FPA. He argues that it makes no
sense to add the labels low complexity and high
complexity, even if using labels 7 and 15 respecti-
vely as synonyms;

6. inability to measure changes in parts of the
function: this characteristic, for example, does
not allow to measure function points of part of
a functionality that needs to be changed in one
maintenance operation. Thus, a function addres-
sed in several iterations in an agile method or
other iterative process is always measured with
full size, even if the change is considered small
in each of them.

Given the deficiencies reported, the correlation
between the size in function points of software and
the effort required for the development tends not to
be appropriate, since FPA has these deficiencies in the
representation of the real functional size of software.
If there are inaccuracies in the measuring of the size of
what must be done, it is impossible to expect a proper
definition of the effort and therefore accuracy in defi-
ning the cost of development and maintenance. The
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mentioned problems motivated the development of this
work, in order to propose a quantitative metric, with
infinite values, called Functional Elements (EF).

2.3 DERIVATION PROCESS OF THE NEW METRIC

The proposed metric, Functional Elements,
adopts the same concepts of FPA but changes the me-
chanism to derive the size of function’.

The reasoning process for deriving the new me-
tric, as described in the following sections, implements
linear regression similar to that seen in Graph 1. The
objective is to derive a formula for calculating the num-
ber of EF for each type of function (Table VII in Section
2.3.4) from the number of functional attributes!® con-
sidered in the derivation of its complexity, as indicated
in Table Il in Section 2.1.2.

The marked points in Graph 1 indicate the size
in fp (Z axis) of an external inquiry derived from the
number of files (X axis) and the number of fields (Y
axis), which are the attributes used in the derivation of
its complexity (see Table I in Section 2.1.2). The grid
is the result of a linear regression of these points, and
represents the value of the new metric.

2.3.1 Step 1-definition of the constants

If the values associated with the two categories
of functional attributes are zero, the EF metric assumes
the value of a constant. Attributes can be assigned value
zero, for example, in the case of maintenance limited
to the algorithm of a function not involving changes in
the number of fields and files involved. In the context of
the new metric, the dimension of operation to exclude
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a functionality takes on the value of the constant, sin-
ce there are no attributes specifically impacted by this
operation.

The values assigned to these constants come
from the NESMA, ISO standard of functional measu-
rement, functional metric for the cases with zero-value
attributes, as documented in Function Point Analysis For
Software Enhancement INESMA, 2009). FPA itself (IFPUG,
2010, v. 4, p. 94) indicates NESMA as an alternative
for maintenance measurements due to its capacity to
deal with the 6% criticism of section 2.2. NESMA scales
maintenance by multiplication of the original size of
the function by an impact factor of the alteration. The
impact factor derives from the proportion between the
volume of attributes (e.g. fields) included, altered or ex-
cluded and their original volume in the function. The
adjustment factor takes on values that are multiples of
25%, up to the limit of 150%.

For each type of functionality, the proposed
metric uses the smallest possible value by applying
NESMA, that is, 25% of the number of fp of a low
complexity function of each type: EIF - 1.25 (25% of
5); ILF - 1.75 (25% of 7); EQ - 0.75 (25% of 8); EI - 0.75
(25% of 3), and EO - 1 (25% of 4).

2.3.2 Step2-treatment of ranges with
unlimited number of elements

In FPA, each type of function has its own table
to derive the complexity of a function, in a similar way
to Table II in Section II-A-2, which presents the values
of the ranges of functional attributes for the derivation
of the complexity of external inquiries. The third and
last range of values of each functional element of the

7
Graph 1:
Derivation of
number of fp

of an external
inquiry from the
attributes used in
the calculation

15 2 2,5 3 3,5 4 4,5
files
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derivation tables of all types of functions is unlimited,
as we see 20 or more TD in the first cell of the fourth
column of the same table, and 4 or more ALR in the last
cell of the first column.

In order to create a finite set of data for regres-
sion, a superior limit was set for these ranges with a
number of elements equivalent to that of the greatest
precedent range!!. In the case of ranges for external in-
quiries, the number of fields was limited to 33, a result
of defining 14 as the number of elements of the third
range (20 to 33), which is the same size of the largest
range (6 10 19 — 14 elements). The number of referenced
files was limited to 5, using the same reasoning. The
limitation of the ranges is a mathematical artifice to
prevent imposing an upper limit for the new metric (4%
criticism in Section 2.2).

2.3.3 Step 3 -generation of points for regression

The objective of this phase was to generate, for
each type of function, a set of data records with three
values: the values of the functional attributes and the
derived fp, already decreased from the value of the cons-
tantin step 1. Table IV illustrates some points generated
for the external inquiry.

An application developed in MS Access genera-
ted a dataset with all possible points for the five types
of functions, based on the tables of complexity with
bounded ranges developed in the previous step. Table
V shows all considered combinations of ranges for EQ.

W FIR | DE |

TablelV:

Partial Extract Of 1 2

The Dataset For

External Inquiry 1 33
2 1

TabIeV
Combinations Of Ranges
For Calculating Fp Of Eq

EQ
£Q
£Q
£Q
£Q
£Q
£Q
EQ

[ O O NS NS NS RN NN
[ T O o R O o B O O i O
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234 Step4-linearregression

The several points obtained in the previous step
were imported into Excel 2007 for linear regression be-
tween the size of FP and the functional attributes, using
the Ordinary Least Squares Method (OLS) held cons-
tant with value zero, since these constants were alrea-
dy defined in step 1 and decreased from the expected
value in step 3.

The statistical results of the regression are shown
in Table VI for each type of function.

Table VII shows the derived formula for each
type of function with coefficient values rounded to two
decimal place values. Each formula calculates the num-
ber of functional elements, which is the proposed me-
tric, based on the functional attributes impacting the
calculation and the constants indicated in step 1. The
acronym EFt and EFd represent the functional elements
associated with transactions (EQ, EI, and EO) and data
(ILF and EIF), respectively.

The functional elements metric, EF, is the sum of
the functional elements transaction, EFT, with the
functional elements of data, EFd, as explained in the
formulas of Table VII. So the proposed metric is: EF =
EFt + EFd.

The EFt submetric does not count logical files (ILF
and EIF) in separate as in the EFd submetric, but only
as they are referenced in the context of transactions. Fi-
les are also not counted in other ISO standard metrics
of functional size [BUNDSCHUH; DEKKERS, 2008, p.

PF (decreased of constant of step 1)

2,25

2,25(...)

3,25

25(..)

PF decreased of
Function type | Initial FTR | Final FTR | Initial DET | Final DET | Original FP
constant

3 2,25
6 19 3 2,25
20 33 4 3.25
l 5 3 2,25
6 19 4 3,25
20 33 6 525
] 5 4 3,25
6 19 6 525
20 33 6 525
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388]: MKII FPA [ISO; IEC, 2002b] and COSMIC-FFP | 24  EVALUATION OF THE NEW METRIC
[ISO; IEC, 2011b).

When evaluating the metric, in the next section, The new EF metric and its submetric EFt were evalua-
two of them were tested, EF and EFt, counting and | ted for their correlation with effort in comparison to the FPA
not counting the logic files, and the results show that | metric. The goal was not to evaluate the quality of these cor-
EFt has a better correlation with effort'?. Although it | relations, butto compare their ability to explain the effort™.
was not assessed, submetric EFd has its worth becau- We obtained a spreadsheet from a federal government
se it reflects the structural complexity of the data of | agency with records of Service Orders (OS) contracted with
an application. private companies for coding and testing activities'. An OS
I —-]!_-EJI-E--E--I-

Table VI: 096363 096261 095171  0,95664  0,96849
gf;“'acjr! e Records 729 729 198 130 165
Types Of Fnctions Coefficient p-value (FTRorRET)  3,00E-212 1,176-211 7,65E-57 1,70E-43  4,306-60
Coefficient p-value (DET) 2,28E-231 2,718-225 1,44E-59  2,76E-39  2,95E-45
I
Table Vii: ILF EFd=1.75+0.96 * RET+0.12 * DET
euanon fermules EIF FFd=1.25+ 0,65 *RET +0.08 *DET
By Type Of Function E0 Eft=1.00+0.87*FIR+0.13 *DET
i Eft=0.75+0.91*FTR+0.13 * DET
EQ EFt=075+0.76 *FIR+0.10 * DET
vl Abbreviation [Descipon ———[Domain___|
Table VilI: 0S Identification Number of a service order up to 10 numbers
Structure OF Function |dentification Number of a function up to 10 numbers
TDhe Received FQ,F1 O ILF
ata To Evaluate o S q , LI, £V,
The Metric Type Type (categorization) of a functionality according to FPA or B
Yoo Opera.tion performed, which may be inclusion (I) of a new feature or change (A) of a ot A
function (maintenance)
Value at the conclusion of the request implementation: if the function is a transaction,
Final FTRRET  indicates the number of referenced logical files (FTR); if itis a logical file, indicates the ~ up to 3 numbers
number of logical records (RET)
Operation FTR Number of FTR or RET that were included, changed or deleted in the scope of a main-
. . . up to 3 numbers
RET tenance of a functionality (only in change operation)
Original FTRRET  Number of FTR or RET originally found in the functionality (only in change operation)  up to 3 numbers
Final DET Number of DET at the conclusion of the request implementation up to 3 numbers
. Number of DET included, changed or deleted in the scope of a functionality mainte-
Operation DET _ _ up to 3 numbers
nance (only in change operation)
Original D Number of DET originally found in a functionality (only in change operation) up to 3 numbers
FP Number of function points of the functionality at the conclusion of the request up to 2 numbers
olmpact Percentage of the original function impacted by the maintenance, as measured by 25, 50,75, 100,
NESMA [27] 125,150
Number of maintenance points of the functionality handled, as measured by NESMA
PM 7] up to 4 numbers
System |dentification of a system one char
Hours Hours dedicated by the team to implement the 0S up to 5 numbers
Team Number of team members responsible for the implementation of the 0S up to 2 numbers
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contained one or more requests for maintenance or develo-
pment of functions of one system, such as: create a report,
change a transaction. The spreadsheet showed for each OS
the real allocated effort and, for each request, the size of the
function handled. The only fictitious data were the system
[Ds, functionality [Ds and OS IDs, as they were not relevant
to the scope of this paper. The spreadsheet showed the time
spent in hours and the number of people allocated for each
OS. The OS effort, in man-hours, was derived from the pro-
duct of time by team size. Table VIII presents the structure
of the received data.

Data from 183 Service Orders were obtained. Ho-
wever, 12 were discarded for having dubious information,
for example, undefined values for function type, number of
fields, and operation type. The remaining 171 service orders
were related to 14 systems and involved 505 requests that
dealt with 358 different functions. To achieve higher quality
in the correlation with effort, we decided to consider only
the four systems' associated with at least fifteen OS, name-
ly, systems H, B, C, and D. Table IX indicates the number of
OS and requests for each system selected.

The data were imported into Excel 2007 to perform
the linear regression'® using the ordinary least squares method
after calculating the size in EF and EFt metrics for each request
in an MS-Access application developed by the authors: be-
tween the effort and the size, calculated in the FP, EF and EFt
metrics. The linear regression was carried out considering the
constant with value zero, since there is no effort if there is no
sizeV. The operation was done through a system because
the variability of the factors that have an influence on effort
are reduced within a single system®. Graph 2 illustrates the
dispersion of points (OS) on the correlation between size and
effort in EFt (man-hour) and the line derived by linear regres-
sion in the context of system H.
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The coefficient of determination R* was used to re-
present the degree of correlation between effort and size
calculated for each of the evaluated metrics. According to
Sartoris [2008, p. 244], R? indicates, in a linear regression,
the percentage of the variation of a dependent variable Y
that is explained by the variation of a second independent
variable X. Table IX shows the results of the linear regres-
sions performed.

From the results presented on Table IX, comparing
the correlation of the metrics with effort, we observed that:

1. correlations of the new metrics (EE EFt) were con-
sidered significant at a confidence level of 95% for
all systems (p-value less than 0.05%). However, the
correlation of FPA was not significant for system B
(p-value 0.088 > 0.05);

2. correlations of the new metrics were higher in both
systems with the highest number of OS (H and B). A
better resultin larger samples is an advantage, because
the larger the sample size, the greater the reliability of
the results, since the p-value has reached the lowest
values for these systems;

3. although no metric gota high coefficient of determi-
nation (R* > 0.8), the new metrics achieved medium
correlation (0.8 > R > 0.5) in the four systems evalu-
ated, whereas FPA obtained weak correlation (0.2 >
R2) in system B, considering the confidence level of
91.2% in this correlation (p-value 0.088);

4) correlations of the new metrics were superior® in
three out of the four systems (H, B, and D), that s, in
75% of the systems.
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Table IX: Quantity of 0S 45 21
Eg;ﬂ;ﬁ'[ﬁ?{m Quantity of Requests 25 44 60 20
Versus Metrics Of Size FP R’ 59,3% 11,2% 67,7% >1,8%
p-value (teste-f) 46E-10  88E-02  3,3E-06  19E-03
R 65,1% 603%  530%  547%
EF p-value (teste-f) 15611 23E-06  14E-04 12803
Proportion to FP’s R? +10%  +438% @ -22% +5%
R2 66,1% 603%  530%  547%
EFt p-value (teste-f) 85E-12  23E-06  1,4E-04  1,2E-03
Proportion to FP’s R? +11%  +438%  -22% +5%
vl Citidism [Sotion |
TableX: ‘ Each possible combination of the functional attributes considered in deriving the complexity in
Justifications Of Low representation _ . S
How The New FPAis associated with a distinct value.
Metrics Address Functions with different com-  Functionalities with different complexities, as determined by the number of functional attribu-
The Critiques plexities have the same size  tes, assume a different size.
Presented In iy By applying the formulas of calculation described in Table VIl in Section 2.3.4, the variation
Section 2.2 Abrupt transition between

functional element ranges .
coefficients.

in size is uniform for each variation of the number of functional attributes, according to its

Limited sizing of high comple- There is no limit on the size assigned to a function by applying the calculation formulas descri-

xity functions
Undue operation on ordinal

bed inTable VIl in Section 2.3.4.
The metrics do not have a ordinal scale with finite values, but rather a quantitative scale with

scale infinite discrete values, which provide greater reliability in operations with values.

Inability to measure changes
in parts of the function

Given the observations listed above, we conclude
that the metrics proposed, EF and EFt?!, have better correla-
tion with effort in comparison to FPA for the analyzed data®.

Table X contains the explanation of how the propo-
sed metrics, EF and EFt, address the criticisms presented in
Section2.2.

25  ILLUSTRATION OF THE USE OF THE NEW
METRICS IN IT GOVERNANCE

Kaplan and Norton [1992, p. 71] claim that what you
measure is what you get. According to COBIT 5 [ISACA,
2012b, p. 13], governance aims to create value by obtaining
the benefits through optimized risks and costs. In relation to
IT governance, the metrics proposed in this paper not only
help to assess the capacity of IT but also enable the optimi-
zation of its processes to achieve the results.

Metrics support the communication between the
different actors of IT governance (see Fig. 3) by enabling the
translation of objectives and results in numbers. The quality
of a process can be increased by stipulating objectives and by
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Enables the measurement of changes in part of a functionality considering in the calculation
only the functional attributes impacted by the amendment.

measuring results through metrics [MOSER, 1996, p. 19]. So,
the production capacity of the process of information syste-
ms development can be enhanced to achieve the strategic
objectives with the appropriate use of metrics and estimates.

Software metrics contribute to the three IT gover-
nance activities proposed by ISO 38500, mentioned in Sec-
tion 1.1: to assess, to direct and to monitor. These activities
correspond, respectively, to the goals of software metrics
mentioned in Section 2.1.1: to understand, to improve, and
to control the targeted entity of a measurement.

Regarding the directions of IT area, Weill and Ross
[2006, p. 188] state that the creation of metrics for the forma-
lization of strategic choices is one of four management prin-
ciples that summarize how [T govemance helps companies
achieve their strategic objectives. Metrics must capture the
progress toward strategic goals and thus indicate if IT gover-
nance is working or not [WEIL; ROSS, 2006, p. 188].

Kaplan and Norton [1996, pp. 75-76] claim that stra-
tegies need to be translated into a set of goals and metrics in
order to have everyone’s commitment. They claim that the
Balanced Scorecard (BSC) is a tool which provides knowled-
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Figure 3:
Roles, activities and relationships of IT governance
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Adapted from ISACA [2012a, p. 24]

ge of long-term strategies at all levels of the organization and
also promotes the alignment of department and individual
goals with those strategies. According to ITGI [2007, p. 29],
BSC, besides being a holistic view of business operations,
also contributes to connect long-term strategic objectives
with short-term actions.

To adapt the concepts of the BSC for the IT function,
the perspectives of a BSC were re-established [VAN GREM-
BERGEN; VANBRUGGEN, 1997, p. 3]. Table Xl presents the
perspectives of a BSC-IT and their base questions.

According to ITGI [2007, p. 30], BSC-IT effectively
helps the governing body to achieve alignment between IT
and the business. This is one of the best practices for mea-
suring performance [[TGI, 2007, p. 46]. BSC-IT is a tool that
organizes information for the governance committee, creates
consensus among the stakeholders about the strategic ob-
jectives of [T, demonstrates the effectiveness and the value
added by IT and communicates information about capacity,
performance and risks [ITGI, 2007, p. 30].

Van Grembergen [2000, p.2] states that the rela-
tionship between IT and the business can be more explicitly
expressed through a cascade of scorecards. Van Grembergen
[2000, p.2] divides BSC-IT into two: BSC-IT-Development
and BSC-IT-Operations. Rohm and Malinoski [2010], mem-
bers of the Balanced Scorecard Institute, present a process
with nine steps to build and implement strategies based on
scorecard. Bostelman and Becker [1999] present a method to
derive objectives and metrics from the combination of BSC
and the Goal Question Metric (GQM) technique proposed
by Basili and Weiss [1984]. This association between BSC and

GQM s consistent to what ISACA [2010, p. 74] says: good
strategies start with the right questions. The metric proposed
in this paper can compose several indicators that can be used
in BSC-IT-Development.

Regarding the activities of IT monitoring and assess-
ment [ISO; IEC, 2008, p. 7], metrics enable the monitoring of
the improvement rate of organizations toward a mature and
improved process [RUBIN, 1993, p. 473]. Performance mea-
surement, which is object of monitoring and assessment, is
one of the five focus areas of IT governance, and itis classified
as a driver to achieve the results [ITGI, 2007, p. 19].

To complement the illustration of the applicability
of the new metric for [T governance, Table XII shows some
indicators based on EE The same indicator can be used on
different perspectives of a BSC-IT-Development, depen-
ding on the targeted entity and the objective of the measu-
rement, such as the following examples. The productivity
of a resource (e.g., staff, technology) may be associated
with the Future Orientation perspective, as it seeks to answer
whether IT is prepared for future needs. The same indi-
cator, if associated with an internal process, encoding, for
example, reflects a vision of its production capacity, in the
Operational Excellence perspective. In the Customer Otientation
perspective, production can be divided by client, showing
the proportion of IT production to each business area. The
evaluation of the variation in IT production in contrast to
the production of business would be an example of using
the indicator in the Contribution to the Business perspective.

The choice of indicators aimed to encompass
the five fundamental dimensions mentioned in Section

]

Table XI: Contribution to the business  How do business executives see the IT area? Financial
Perspectives (Customer orientation How do customers see the [T area? Customer

OfA Bsct Operational excellence How effective and efficient are the [T processes?  Internal Processes
5 :ﬁﬁ}'m‘md n el Future orientation How [T is prepared for future needs? Learning
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" M Metric |  Unit |Dimension|Description of the calculation for a system

sum of the functional size of the functionalities that compose the

. Functional size EF Size ;
(D)fels””'p“oﬁ system at the end of the period
. dic‘;gf:'ve Production in the - o ST of the functional size of requests for inclusion, deletion, and
period change implemented in the period
Production on sum of the functional size of requests for deletion and change
EF Rework . )
rework implemented in the period
. sum of the functional size of requests implemented in the period
. Functional Elements / .
Productivity Man—hour Effort  /sum of the efforts of all persons allocated to the system activi-
ties in the period
. Failures / Functional , number of failures resulting from the use of the system in a pe-
Error density Quality )
Flement riod / size of the system at the end of the period
. Functional Elements sum of the size of the features implemented in the period / elap-
Delivery speed .
/ Hour sed time
Density of the Expected
EF benefit expected by the system in the period / system size
expected benefit i benefit P ymesy period /sy

I1.11: size, effort, time, quality, and rework. Another
dimension was added: the expected benefit. According
to Rubin [2003, p. 1], every investment in IT, from a
simple training to the creation of a corporate system,
should be aligned to a priority of the business whose
success must be measured in terms of a specific value®.
The dimension of each indicator is shown in the third
column of Table XII.

Some measurements were normalized by being
divided by the number of functional elements of the pro-
duct or process, tactics used to allow comparison across
projects and systems of different sizes. The ability to
standardize comparisons, as in a BSC, is one of the key
features of software metrics [HUFSCHMIDT , 2002, p.
493]. It is similar to normalize construction metrics ba-
sed on square meter, a common practice [DEKKERS,
2002, p. 161].

As Dennis argues [2002, p. 302], one should not
make decisions based on a single indicator, but from a
vision formed by several complementary indicators. As
IT has assumed greater prominence as a facilitator to the
achievement of business strategy, the use of dashboards
to monitor its performance, under appropriate criteria,
has become popular among company managers [ISACA
2010, p. 74]. Abreu and Fernandes [2009, p. 167] propo-
se some topics that may compose strategic and tactical
control panels of IT.

Graph 3 illustrates the behavior of the indicators
shown in Table XII with annual verification for hypo-
thetical systems. The vertical solid line indicates how
the indicator to the system was in the previous period,
allowing a view of the proportion of the increasing or de-
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creasing of the values over the period. In the productivity
column (column 4), a short line at its base indicates, for
example, a pattern value obtained by benchmark. The
vertical dashed line metric associated with the production
in the period (2) indicates the target set in the period for
each system: system A reached it, system D exceeded it,
and systems B and C failed.

In one illustrative and superficial analysis of the
indicators for system C, one can associate the cause of
not achieving the production goal during that period (2)
with the decrease of the delivery speed (6) and with the
increase of the production on rework (3), resulted, most
likely, from the growth in the error density (5). The re-
duction on the delivery speed (6) which can be associated
with decreased productivity (4) led to a low growth of
the functional size of the system (1) during that period.
These negative results led to a decrease in the density of
the expected benefit (7).

Graph 3 represents an option of visualization of
the governance indicators shown in Table XII: a multi-
-metrics chart of multi-instances of a targeted entity or a
targeted attribute. The vertical column width is variable
depending on the values of the indicators (horizontal
axis) associated with the different instances of entities
or attributes of interest (vertical axis). The same vertical
space is allocated for each entity instance. The width of
the colored area, which is traced from the left to the ri-
ght, indicates graphically the value of the indicator for
the instance.

In the hands of the governance committee, cor-
rect indicators can help senior management, directly or
through any governance structure, to identify how IT
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management is behaving and to identify problems and
the appropriate course of action when necessary.

3. FINAL CONSIDERATIONS

The five specific objectives proposed for this work
in Section 1.4 were achieved, albeit with limitations and
with possibilities for improvement that are translated into
proposals for future work.

The main result was the proposition of a new
metric EF and its submetric EFt. The new metrics, free
of some deficiencies of the FPA, metrics taken as a ba-
sis for their derivation, reached a higher correlation
with effort than the FPA metric, in the context of the
analyzed data.

The paper also illustrated the connection between
metrics and I'T governance activities, either in assessment
and monitoring, through use in dashboards, or in giving
direction, through use in BSC-IT.

There are possibilities for future work in relation to
each of the specific objectives.

Regarding the conceptualization and the catego-
rization of software metrics, a comprehensive literature
research is necessary to the construction of a wider and
updated categorization of software metrics.

Regarding the presentation of the criticisms to FPA,
only the criticisms addressed by the new proposed metrics
were presented. Research in the theme, as a bibliographic
research to catalog the criticisms, would serve to encou-
rage other propositions of software metrics.

Regarding the process of creating the new metric, it
could be improved or it could be applied to other metrics
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of any area of knowledge based on ordinal values derived
from tables of complexity as FPA (e.g., metric proposed
by KARNER [1993]: Use Case Points). Future works may
also propose and evaluate changes in the rules and in the
scope of the EE The creation process could be improved
for example, by treating differently the unlimited ranges
section (2.3.2). Weights could be attributed to sizes of the
limited ranges, for example, according to the proportion of
the functions that integrate such ranges in a sample with
functionalities from several systems.

Regarding the evaluation of the new metric, the
limitation in using data from only one organization could
be overcome in new works. Practical applications of the
metric could also be illustrated, for example, in contracts
with an incremental delivery process. New works could
compare the results of EF with the EFt submetric as well
as compare both with other software metrics. Different
statistical models could be used to evaluate its correla-
tion with effort even in specific contexts (e.g., develop-
ment, maintenance, development platforms). We expect
to achieve a higher correlation of the new metric with
effort in agile methods regarding to the FPA, considering
its capacity of partial functionality sizing. (6™ criticism in
Section 2.2.)

Regarding the connection with IT governance, a
work about the use of metrics in all IT governance activi-
ties is promising. The proposed graph?® for visualization
of multiple indicators of multiple instances through colu-
mns with varying widths along their length could also be
standardized and improved in future work.

A suggestion for future work is noteworthy: the de-
finition of an indicator that shows the level of maturity of a
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company regarding to the use of metrics inIT governance.
Among other aspects, it could consider in the composition
of the indicator, the following are noteworthy: the breadth
of the entities evaluated (e.g., systems, projects, processes,
teams), the dimensions treated (e.g., size, rework, quality,
benefits) and the effective use of the indicators (e.g., mo-
nitoring, direction).

Finally, we expect that the new metric EF and its
submetric EFt help increase the contribution of IT to the
business in an objective, reliable, and visible way.

NOTES

1 Aversion of this paper, in English, notincluding all the content here,
was presented at the XXVII SBES (Brazilian Symposium on Software
Engineering) promoted by SBC (Brazilian Computer Society) and
was published in the IEEE Xplore: M.V. B. D. Castro and C. A. M.
Hernandes,"A Metric of Software Size as a Tool for [T Governance’,
Software Engineering (SBES), 2013 27th Brazilian Symposium on, Brasilia,
2013, pp.99-108..doi: 10.1109/SBES.2013.13..

2 Initsversion,4.3.1 (IFPUG, 2010), appendix C, there is a possibility of
adjusting the functional size of a factor that reflects an assessment
of the systemin relation to 41 general non-functional characteristics.
According to Fenton and Pfleeger (1998, p. 262), the determination
is subjective and according to Kemerer (1987, p.9), the adjustment
does notincrease the correlation of metric with effort. This part was
separated from the standard rule of function points because FPA is
an1SO standard of functional metric only without application of the
adjustment.

3 There are several rulings on the subject: 1.782/2007, 1.910/2007,
2.024/2007,1.125/2009, 1.784/2009, 2.348/2009, 1.274/2010,
1.647/2010, all of the Plenary of the TCU.

4 Also known as ClO - Chief Information Officer.

5 Kitchenham etal (1995) present aframework for the software metric
inwhich they list the concepts associated with the formal model on
which the metriciis based (e.g. type of scale used).

6 The overview presented results from the experience with the FPA
of Marcus, one of the authors. In 1993 he coordinated a program for
implementation of the use of FPA in the development area of the
Superior Labor Court (TST). At the TCU, he also works with metric.

7. Functional requirements are only one dimension of several
impacting the effort. All of them have to be taken into account in
estimates. Estimates and non-functional requirements evaluations
are not the goal of this paper.
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Functionalities with a very low level of complexity are also not
dimensioned appropriately for FPA because they take on the
minimum value when they should take on an even smaller value.

Because they are concepts that are widely known by the measurers,
it is expected that the new metric will be accepted among the
professionals of the field.

In this paper, these attributes correspond to the concept of
functional elements, name of the proposed metric.

The alternative of attributing a third range to the sum of elements of
the two first ranges was also assessed. However, this approach was
less efficiant in the correlation with effort, for all data evaluated.

The choice was to distinguish the EFt metric for application in cases
where the effort to treat data structures (Efd) is not the object of
assessment or contract. Although it has not been assessed, the EFd
submetric hasits role in translating the structural complexity of data
of an application

Kemerer (1987, p. 428) justified the use of linear regression as a
means to evaluate the correlation of FPA metric with effort.

The agency that provides the data informed that each system was
implemented in one language only: Java, DotNet or Natural.

The order of the systems follows the criterium of the quantity of OS.

Alogistic non-linear regression was also carried out, with a constant,
using the Gretl software, a free open code tool (http://www.simula.
no/BESTweb), created as a result of the Jérgensen and Shepperd
research (2007). However, the R2 factor proved that this alternative
was worse than the linear regression for all metrics and, therefore, the
nonlinear model correlation was discarded. R2 nonlinear regression
reached thefollowing values: (system R2_APF,R2_PM,R2_EF, R2_EFt)
-(M,0.316,0470,0434,0.426);(B0.013,0.313,0442,0443);(C,0327,
0.262,0.16,0.152) and (D, 0.02,0.127,0.087,0.087).

That is, the line goes through the origin of the axes.

This restriction is justified, for example, by the information given
by the agency providing the data that the development language
is only one per system and that the technical team is, as a general
rule, also the same per system. The language and the team are
factors that influence effort. The factors that influence effort and
the degree of this correlation were discussed in several articles. For
more details on the topic, we suggest accessing the articles in the
base BestWeb (http://www.simula.no/BESTweb), created as a result
of the Jérgensen and Shepperd research (2007).

Revista do TCU 135




19 Inorderto consideracorrelation as statistically significantata X%level
of reliability, the p-value must be smallerthana 1 - X (ORLOV, 2996, p.
11).Fora 95% level, the p-value needs to be smaller than 0,05.

20 The criterion used to consider the correlation C1 superior to
correlation C2:C1 being significant and C2 not significant or, if both
are significant, C1 having a larger R2 than C2.

21 Wenotice a greater correlation of the EFt metricin relation to EF in the
H system, the only system that enabled a differencein the result of the
two metrics by presenting commands related to the alteration of logic
filesinits OS.Thus, we notice a trend that is favorable for submetric EFt
inrelation to EF, reinforcing the hypothesis that submetric EFd which
makes up the EF metric does notimpact the coding and testing effort,
tasks dealt with in the OS that were assessed.

22 A comparison between the correlation of the EF metric and the
correlation of the PM metric (NESMA) was not the objective of the
work. However, since the data also provided measures in PM, a
metric used in contract of the data provider, an assessment of the
PM metric was also carried out.

670%  48,1% 637% 604%
PM p-value (teste-f) 47612 6,7E-05 1,7E-05 4,8E-04
comparison R?PF +13%  4+329% 6%  +17%

Comments

1. all correlations were considered significant at a confidence
level of 95%;

2.as the new metric, PM achieved average correlations (0.8>
R-squared> 0.5) for the four systems and a superior result than
the FPA in the same three systems (H, Band D);

3.inthe Hsystem there was a equivalence of PM correlation with EFT
correlation, with09%, as the difference between the two correlations;

4. PM correlations were higher in 2 systems in relation to the
new metric (Cand D) and lower in a system (B).

5.inthe context of the data assessed, the numbers show a slight
superiority of PM in relation to the new metrics. However, we
can foresee a potential of better results for EF, since PM has the
first five flaws mentioned in section2.2.

6. PM has another conceptual flaw: in contrast with the FPA
and EF, it dimensions in a different way software that is under
development and software in maintenance, with different ad-
justment factors. The maintenance cost can actually be different
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with relation to development. Since it can also be different
due to other factors (e.g. language used, methodology ap-
plied). Factors that do not alter the size of software, but the
cost. Bringing concern with cost to the size of the software, as
PM does, does not seem to be the best option because these
are different concepts.

7. another disadvantage of PM in relation to the proposed
metric is the counting cost. PM requires the length of the func-
tionality before the maintenance, and no extra effort is required
for the new metrics.

23 The scope of the work does not include investigating the concepts
and processes associated to determining the value of a function or
of asystemor T area. It is a complex topic that is still incipient.

24 The maximum value for each indicator in the period was associated
to the maximum width defined for the column. The widths of the
colored areas of the other systems were derived by using a simple
rule of three.

25 Athttp:/learrwordpress.com/ (access on Nov 4.2012) thereis a
graph, which is functionally similar to what is proposed: heatmap
plotting, however it is different as to format and possibilities of
evolution. Since a similar graph was not found, the assumption
is that it is a new format to visualize the behavior of multiple
indicators in multiple instances in columns with variable widths in
theirextension (MIMICoVaWE - Multiple Indicators about Multiple
Instances through Columns with Varying Widths along their
Extension). Two examples among the several possible evolutions
for a graph: an exchange in the position between the metrics
and the instances, with these passing through the horizontal axis,
a variation in the color tone of the cell that relates a metric to an
instance according to some criterion (e.g.a regarding achievement
of a specified goal).
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ABSTRACT

In performance audits, one should seek to know
the audited object with the support of diagnostics te-
chniques. One of the techniques, which present the
possibility of opening new horizons and bringing new
solutions to the Federal Court of Accounts in Brazil
(TCU) is the theory of change. The theory of change
is a graphic representation of how the implementation
of a project, program or policy leads to the expected
results and impacts. The theory of change shows in
a sequence the inputs that the project, program or
policy will use, the activities the inputs will support,
the outputs that the program wants to obtain, as well
as the expected outcomes and impacts. Furthermore,
it identifies events or conditions that may affect the
achievement of the results and the subjacent suppo-
sitions on how changes should occur and about the
cause and effect relationship involved. It is possible to
see that the tool can add significant value to the results
of audits, and may be used to comprehend the func-
tioning mechanisms of the audited programs; define
control points throughout the development process of
actions undertaken; indicate factors that interfere with
the results of this process; and visualize the effects of
recommendations issued, considering the other factors
involved. In view of the above, it is believed that the
theory of change may constitute an important tool for
TCU for conducting quality performance audits with
high technical standard.
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1. INTRODUCTION

Few things can be considered as fundamental
to the success of an audit as knowing with the appro-
priate level of depth the audit object. This is well ex-
plained in the international auditing standards, which
determine that auditors should understand the nature
of the entity or of the program to be audited (INTER-
NATIONAL STANDARDS OF SUPREME AUDIT INS-
TITUTIONS, 2015)*. This requirement is especially
important when dealing with performance audits,
which due to being more flexible in the selection of
subjects, audit objects, audit methods and criteria re-
quire greater dedication from the audit team in order
to know the subject, the program and the auditees.

In the performance audits conducted by the
Federal Court of Accounts of Brazil (TCU)it is recom-
mended that this search for knowledge be carried
out with the support of several diagnostic techniques.
The TCU’s Manual de Auditoria Operacional (Performan-
ce Audit Manual - 2010) mentions the Swot analysis,
the risk analysis, the stakeholder analysis, the map of
products and the process map. All these methods are
studied and tested in audits and have specific technical
documents to help auditors at the time of application.
The use of these diagnostic techniques ensures the sys-
tematic and documented construction of knowledge
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about the audit object. Each of these methods com-
prises various capabilities and meets different needs,
and is defined as tools available for use by auditors,
depending on their need.

Accordingly, the introduction of new diagnos-
tic techniques is generally welcome, to the extent that
it opens up new possibilities for audit work, such as
when the Ishikawa analysis or fishbone diagram was
used for the first time in a performance audit. The te-
chnique was introduced because it provided a new
perspective, by enabling the mapping of several causal
factors, as well as their interrelations, which determi-
ned the origin of a particular problem situation, per-
fectly fitting the needs arising from the issue that had
motivated such audit?.

Between June and July 2015, [ had the oppor-
tunity to attend a training, called the International
Program for Development Evaluation (IPDET)3,
which is sponsored by the World Bank in partner-
ship with Carleton University of Canada and was
held in Ottawa. We had four weeks of intense trai-
ning on the evaluation of projects, programs and
policies, which involved presenting theory and
tools, as well developing case studies and group
discussions. One of the most interesting techni-
ques showcased in the training, which seemed to
provide a wide range of opportunities for opening
new horizons and bringing new solutions to TCU'’s
work, was the theory of change, which is the re-
presentation of the operating logics of programs
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and public policies to achieve their expected results
and impacts*.

This paper aims to present the said technique
and describe its purpose, as well as to evaluate how it
could be adapted to the Court’s needs and used in the
development of performance audits.

2. DEFINITION AND USE OF THE
THEORY OF CHANGE

The theory of change is a graphical representa-
tion of how the implementation of a project, program
or policy leads to expected results and impacts, con-
sidering the underlying assumptions on how changes
should occur. It is a tool that can be used to design and
evaluate the initiatives that seek to promote social
changes; a kind of “blueprint of the building blocks”
required to achieve the long-term goals of any gover-
nment initiative aiming to promote changes in society
(ACTKNOWLEDGE AND ASPEN INSTITUTE, 2003).

A theory of change should (MORRA-IMAS;
RIST, 2009, p. 151):

e describe the sequence of inputs that the pro-
ject, program or policy will use, the activities
that the inputs will support, the outputs that
the program seeks to attain, as well as the ex-
pected outcomes and impacts;

e identify events or conditions that may affect
the achievement of the outputs;

e identify the assumptions that the pro-
gram is making about the cause and effect
relationship;

e identify critical assumptions that should be
examined in an evaluation, based on the pro-
gram context and the literature review.

The theory of change reflects the beliefs about
why the program should achieve its goals. It speci-
fies the components of the programs and the rela-
tionships they hold. Therefore, the theory of change
describes how resources are provided to enable an
organization to implement activities for achieving
specific goals, reflected as interrelated outputs, ou-
tcomes and impacts.

In addition, assumptions underlying the ope-
rational logic of the program should be identified.
In a sense, the theory of change “opens the black
box” to show how an intervention expects to con-
vert inputs, activities and outputs into results and
impacts (MORRA-IMAS; RIST, 2009).

The theory of change is quite often develo-
ped by government managers, as they produce the
design for a given intervention, program or public
policy. However, many government initiatives are
developed without an explicit description of the
theory of change.

Consequently, the theory of change fre-
quently ends up being designed as part of a pu-
blic policy evaluation. In an evaluation context,

Figure 1:
From Inputs
to Impacts

==l Activities ===

NN

Inputs

*Macro-economic scenario, political context, political environment etc.

Environment

! Black Box

[
Outputs —Ib Outcomes === Impacts

.

Source: PALUMBO, Salvatore (adapted from MORRA-IMAS; RIST, 2009, p. 152).

Note: Inputs are of financial, human and material resources. Activities are the actions performed. Outputs are services or goods produced. Results are the expected behavioral changes. Impacts

are long-term improvements widespread in society.
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the theory of change is usually developed at
the end of the initial study on the evaluated
program.

The use of the theory of change to des-
cribe an activity, program or public policy
may provide several benefits, among which

we highlight:

* enabling a clear view of how an intervention
should work and the possibility of identi-
fying potential design faults;

e enabling the identification of assumptions
that may be associated with the risks of not
achieving the expected results;

e making it easier to identify the issues to be
evaluated;

e making it viable to reach a common un-
derstanding about how the program or the
government activity works;

e helping to identify the program’s key ele-
ments, which have a critical role in its success;

* making it easier to identify indicators for
measuring the advances of the program or
government activity; and

Figure 2:
Theory of Change
Model

Activities

Influence

Source: IPDET, 2015
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¢ enabling the presentation of results of a particular
policy or program.

Prior to beginning the construction or revision
of a theory of change, evaluators must have a clear un-
derstanding of the purpose and goals of the program,
policy or activity involved. The following questions
should receive special attention (INTERNATIONAL
PROGRAM FOR DEVELOPMENT EVALUATIONS
TRAINING, 2015):

e What knowledge supports the intervention?
e What is the rationale behind the intervention?
e What key assumptions are being considered?

* What other potential influences are operating in
the context of the intervention?

Different models may be used to facilitate the
construction of a theory of change. Figure 2 shows one
of the flowcharts that adequately meets the technical
requirements.

Figure 3, in turn, shows a finished example of
a theory of change. Although it is not structured as
the previous model, it provides a good idea of how
the logic of a government initiative is supposed to

operate.

Outcomes

Influence

Assumptions
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Figure 3:
Theory of Change
Examples

Visits by teachers to students’ homes

Sharing of views by parent and teacher views

Note: This example does not explicitly identify the various components Parents’ Identification of
; .
of the theory of change, which can be summarized as follows: teachers, Teachers‘ knowledge special problems
students and students’ households are inputs; visits are activities; con- “n?te:t;ndmg of school that fetfafd student’s
i . O € home . periormance
;/ersinons agdhparent adwarenefss arg products; grlea.t.er empaghy fr:oml sl expectations (health, emotional
eachers and the attendance of students are results; improved schoo! (ore Sird s problems etc.)
performance is the impact.
4 Parental support and Parents
Teachers 124 = Parental e Bt
. encouragemen Wi
sympathy Wlth. child’s homework S of school
children and their and school better attendance expectations
view of the world assignments at school f):: students
ezt i (e Conscientiousness
confortable and of work b Student Students receipt
understandable studen tsy attendance of special help
to students
Improvement
of condition
Student morale (health,
emotional)
Achievement
in reading
Source: WEISS, 1972 apud MORRA-IMAS; RIST, 2009, with adaptations.
Assumptions: 3. POSSIBLE WAYS TO USE THE
THEORY OF CHANGE IN TCU’S
e Parents are at home at the time of the visits. PERFORMANCE AUDITS

e Teachers are willing to carry out the visits. As mentioned, given the variety of topics
that are often subject to evaluation, the use of
diagnostic techniques is quite common in per-
formance audits to better understand their sub-
ject matter. Quite often, the methods employed
derive from other areas of knowledge, especially
social sciences, management and business mana-
gement. Examples of such use are Swot analysis,
which seeks to evaluate the strengths, weak-
nesses, opportunities and threats inherent in a
project; process map, which seeks to understand
the operation of work processes used by audite-
es and identify opportunities to streamline work
routines; and stakeholder analysis, which aims to
identify key stakeholders, their views and exis-
ting conflicts (THE FEDERAL COURT OF AC-
COUNTS, 2010).

e Parents will welcome teachers into their
homes.

e Parents will accept to discuss with teachers
their view of educating their children.

e Teachers will better understand the culture of
the families and will consequently be frien-
dlier to their students.

e Teachers will adjust their way of teaching
based on what they learned from the home
visits.

e Parents wish to be involved in the process.
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However, in order to fully employ metho-
dological techniques derived from other fields of
human activity in audits, they quite often need to
be adapted to meet the specific needs of such audit
modality.

This was the case for the SWOT analysis,
which, in the context of audits, has been used mos-
tly as a diagnostic tool for identifying weaknesses
and prioritizing aspects that need to be assessed du-
ring the development of the audit. To a degree that,
in general, SWOT analyses are accompanied by risk
analysis, in which weaknesses and threats unfold
into corresponding risks. Within the scope of busi-
ness management, on the other hand, Swot analyses
have a more direct role in defining business strate-
gies, providing elements to define a positioning for
a certain company in the market. The idea is to take
advantage of its strengths and opportunities, and at
the same time protect it from the effects caused by
it weaknesses and threats.

The Ishikawa analysis also falls into the same
case. For the business environment, the designer
of the technique, chemical engineer Kaoru Ishi-
kawa, defined four fixed groups of problem sour-
ces (method; raw material; workforce; machinery)
(DAYCHOUM, 2007). However, in the context of
performance audits, the use of the “fishbone” was
developed more freely, seeking to contemplate the
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groups of problems, which exist in the evaluated
public policy.

Therefore, the theory of change technique,
which is already being used within the internatio-
nal community of public policy evaluation, which
involves several international organizations - espe-
cially the World Bank (IBRD), the Inter-American
Development Bank (IDB), and the United Nations
(UN) - may require adaptations to enter the field of
performance audits.

However, we may already see that the tool
can add significant value to the results of audits and
may be used for the following purposes:

e understanding the operating mechanisms of
audited programs, policies and government
activities;

e identifying other factors that interact with the
programs, policies and audited government
activities and interfere in their results;

* defining control points throughout the deve-
lopment of the audited activity; and

e visualizing the effects of the recommenda-
tions made during the implementation of the
audited activities.
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The first approach mentioned corresponds to
amore traditional use of the tool. It consists in using
the theory of change as a diagnostic technique for
audits to understand the structuring and functioning
of audited government programs, policies and acti-
vities. In this sense, the mapping of the theory of
change resembles two techniques that are already
being used in performance audits, namely, the logi-
cal framework and the map of products.

By unawareness, the expressions theory of
change and logical framework are frequently used
as synonyms. The logical framework may be consi-
dered the first attempt to describe the components
of government programs to demonstrate how acti-
vities lead to results. It also presents inputs, activi-
ties, outputs and outcomes. However, the theory of
change, in addition to graphically laying out these
components, is a causal model: it links the results
to the activities to explain how and why the desired
change will materialize. This is made possible by ex-
plaining the assumptions underlying the evaluated
activity. In this sense, the logical framework com-
prises features that are more descriptive, while the
theory of change comprises an explanatory feature
(CLARK, H; ANDERSON, A. A., 2004).

The differences in relation to the map of pro-
ducts follow a similar rationale. This technique also
identifies inputs, outputs and impacts. However,
only the theory of change indicates assumptions
involved, enabling the identification of beliefs that
justify the chain of cause and effect defined for an
evaluated object. These assumptions are key factors
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for the proper functioning of a program or activity
under audit and the evaluation of the actual effects
of the factors involved may be relevant to unders-
tand audit findings. Therefore, the theory of change
provides an overview of the entire operational pro-
cess of an audited activity, including assumptions
about the cause and effect relationship, which is
of great value for the perfect understanding by the
audit team of the operational logic of the evaluated
government initiative.

The second purpose mentioned also repre-
sents a unique feature of the theory of change in
relation to other diagnostic techniques in use. It is
justified by the possibility the theory of change has
of indicating and considering other relevant factors
- in addition to the audited policy or activity -with
potential to influence the results that a certain po-
licy seeks to achieve. Accordingly, the technique
makes it possible to anticipate how external factors
may contribute to or even hinder the achievement
of defined goals.

As a third application, the theory of change
tool may also be useful to identify control points
throughout the development process of audited ac-
tivities, which are significant for measuring perfor-
mance indicators. In this sense, knowledge enabled
by the theory of change may sustain the analysis of
the quality of existing indicators and the formulation
of recommendations to use indicators or improve
the indicators already used by an auditee.

Finally, this new technique offers an oppor-
tunity to see how possible measures recommended
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by the Court may be inserted into the chain of cause
and effect relationship, which exists in a particular
evaluated activity or public policy, and what con-
sequences may result from this insertion. Thus, it
would be possible to evaluate, through a qualitative
analysis, which action could have a more beneficial
potential effect, considering the context of the eva-
luated activity. Therefore, the use of the theory of
change would represent an inventive initiative for
the development of performance audits to the extent
that currently, among the techniques used by TCU,
there is not any a tool with such features.

The analysis developed so far seeks to eva-
luate, in theory, the potential benefits of this new
methodology, considering a set of other tested tech-
niques, which are available for this audit modality.
However, when evaluating the possibilities of using
the theory of change in performance audits, we must
also consider to what extent there really is a demand
for this methodology in the performance audits that
are currently under development.

In this sense, the recent participation in a pro-
ject developed by the TCU to measure the level of
compliance of the procedures adopted by the Court
to the international auditing standards gave me the
opportunity to analyze a small random sample of six
performance audits conducted by TCU in 2014. The
analysis of the information gathered showed that
this type of approach, defined by a detailed study
of an audited object in the initial phase of an audit,
which noticeably defined the audits carried out by

Theory of Change and its Potential Use in Performance Audits || Articles

the former Government Programs Audit and Evalu-
ation Department (Seprog), is not being used a lot
currently in the TCU. It was found that none of the
six audits studied made use of diagnostic techniques.

Therefore, despite the potential of use of the
theory of change technique in performance audit
works, we have verified that demand for this new
tool will probably be limited, being restricted to
works that need a more in-depth study of the au-
dited topics.

4. CONCLUSION

The theory of change is a qualitative techni-
que with excellent potential for further improving
the performance audits conducted by the TCU, to
the extent that it enables a consolidated view of the
full operation of the activity or public policy under-
going evaluation. The theory of change adds to the
components that comprise to public policies infor-
mation related to external influences and assump-
tions that sustain the cause and effect relationship,
which, supposedly, lead to the expected results. For
this reason, it allows for a very detailed and com-
prehensive analysis of the operational logics of an
audited program or activity, and this may contribute
to quality performance audits.

In addition, the technique provides an oppor-
tunity to assess the effects of possible recommenda-
tions and determinations by the Court within the set
of factors found in the environment of the audited
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object. This is not possible through other techniques
that have been employed.

In spite of the potential shown, the current
framework of performance audits under develop-
ment in the TCU indicates that the demand for the
use of this new methodological tool is limited, since
many works related to performance have not used
diagnostic techniques in the analysis of audited sub-
ject matters.

As aresult, I recall the initial argument of this
paper, which, based on the international auditing
standards, emphasizes the importance of having
adequate knowledge of the audited subject matters
to develop high technical standard audits. In this
sense, it is important to give greater emphasis to
the study of audited programs and activities in the
performance audits conducted by the Court. The-
refore, it would be desirable for capacity-building
activities for auditors begin to emphasize the need
for diagnostic techniques in order to have a better
understanding of the audited issues and bodies. I be-
lieve that, based on this new framework, the theory
of change may constitute an even more important
tool for conducting quality performance audits of
high technical standard by the TCU.

NOTES

1 Fundamental Principals of Public Sector Auditing.
International Standards of Supreme Audit Institutions(ISSAI
100/45).
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2 This method was first used in 2008, in the audit to evaluate
the concession and maintenance of sick pay benefits by
the INSS (the Brazilian Social Security Institute). This audit
sought to understand the reasons for the significant
increase in the expenditures with this kind of benefit (TC
012.034/2008-7). Currently, the way the technique is used is
explained in the TCU's technical document named Técnicas
de andlise de problemas para auditorias (Techniques to
Analyze Audit Problems) (2013).

3 The IPDET is an executive training program whose goal
is to equip students with the tools required to evaluate
development policies, programs and projects, carried out
in a local, national, regional or global scope.

4 Most information on the theory of change in this paper
are referenced in the expositive classes and corresponding
class notes given by professors Linda G. Morra Imas and Ray
C.Rist.
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ABSTRACT

This paper aims to present the most im-
portant studies on project management auditing
and to identify the differences and similarities
between the approaches adopted in these stu-
dies. It is a bibliographical, exploratory quali-
tative research. We identified the similarities
and differences between the approaches adop-
ted. From the results, we concluded that project
management audits do not count with a specific
literature or defined procedural aspects. This
paper corroborates this fact by pointing out the
diversity of methods used to conduct project
management audits.

Keywords: Project Management, Strate-
gic Projects, Audit.

1. INTRODUCTION

During the past years, the three gover-
nment spheres have spent a large amount of
money in big events, such as the 2014 FIFA
World Cup and the Rio 2016 Olympics and
Paralympics, besides strategic projects on
Defense.

The big strategic projects that the Federal
Government has implemented and managed do
not indicate any rule, legislation, or instruction
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to guide the audits carried out by the External
Control, Intern Control of the Executive power,
or by the intern audit unit in the structure of
the agency responsible for the main strategic
plan. Thus, the audit of project management

is still a new territory, since a definitive ap-
proach that combine project management and
audittechniques does not exist.

In this context, we highlighted the con-
siderable increase in the budgetary resources
allocated for investments in the Defense sec-
tor: perspectives point out that subsidies will
surpass R$140 billion in the next twenty years.
The particularities found in this sector of the
public policies of the Federal Government ran-
ge from contractual forms, which may involve
various governmental actors, to arrangements
and obligations stated by specific legislation
(BRASIL, 2014).

Therefore, based on a bibliographic and
document review, this paper aims to present the
most important studies on project management
auditing and identify the differences and simi-
larities between the approaches adopted in the
studies. The secondary objective of this resear-
ch is to provide a theoretical background to su-
pport the management of big strategic projects
to improve the public administration perfor-
mance and to effectively provide information
to society as a whole through audits.

January/April 2016
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This type of study is important and ne-
cessary because it intends to contribute to the
transparency process of the management acts
performed by public actors, to the quality of
public expenditures, to the continuous evalu-
ation of results, and to goal achievement con-
cerning a big project management.

2. IMPORTANT STUDIES ON PROJECT
MANAGEMENT AUDITING

2.1 MCDONALD’S STUDY

Studying audits in project management
software, McDonald (2002) highlighted
that the goals of project audits are the follo-
wing: to develop a sound project plan in a
reasonable amount of time; to reasonably en-
sure that the team and the project manager
have applied the proper technique to develop
a successful project; to clearly identify the
highest risks the project may face; to esti-
mate the possible chances of success; and,
finally, to identify what can be done to lead
the project in the most efficient way concer-
ning the schedule, the resources, the costs,
and the quality.

McDonald verified that project mana-
gement audits tend to concentrate on ma-
nagement processes and methods related to
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people instead of concentrating on business
processes or technical processes.

2.2 GERMAN INSTITUTE OF INTERNAL
AUDITORS'S STUDY (DIIR)

The German Institute of Internal Auditors
(DIIR) (2008) emphasizes that the rules related
to the best practices in project management,
such as PMBOK®, PRINCE2 , or ICB may be
the criteria of an audit.

It presents three types of audit: project
management, business case and business re-
quirement. The project management audit
includes the analysis of the organization, pro-
cesses, project products, and portfolio mana-
gement. It checks if the project management

Table 1:
Project Audit

or the portfolio management is adequate to
administrate project activities, to ensure that
time, budget and quality goals can be reached.
It examines the organization, the plans, the
controls, the particularities and the operatio-
nal measurement of the project management
units concerning efficacy and efficiency. If
the management presents weaknesses, the au-
dit makes appropriate recommendations for
improvement.

The business case audit includes the eva-
luation of the efficacy and efficiency of the
processes that prepare the business case to a
project. It checks if the project justification is
properly based on sufficiently valid assump-
tions, such as analytic calculation, and com-
mercial or economic criteria.

AUDIT AREAS and STAGE| STAGEII STAGEIII STAGE IV STAGEV
PROJECT STAGES INITIATION PLANNING EXECUTION COMPLETION POST IMPLEMENTATION

1. AUDITAREA PROJECT MANAGEMENT

Universe

Source: DIIR (2008)
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RO aGICEREIDIMN Project sponsor/stakeholder
Project mandate, pro-
visional project charter,
Open-issue-list

2. Integration
management

4.Time management -

5. Cost management -

8. Communication
management

Project objectives, analyses,
Business case
assumptions

Business requirements -

Plan, project, organization, project
manager

Project plan, project structure
plan, project management plan,
management of open issues

Change management plan, chan-
ge request form

Milestone plan, activity plan and
sequencing, resources and work
packages, critical path

Cost plan

- Quality plan

Human resources requirements
plan, project team list
Meeting list, communication plan,
project documentation system,
configuration plan
Templates for reports, KP!s for
the project
Risk management plan, initial
risk list

Procurement plan, quotations

Business case, calculations, appro-
vals, budget approvals

Results provided by the project
teams, e. . analysis of the status
quo, plan, drafts

Project organization, project roles

Project management meetings,
steering committee meetings,
documented decision, manage-
ment of open issues

Change requests, updating of
project plan

Time management, compliance
measures, updating of plans

Cost-benefit equation (target-
-performance comparison,
forecast)

Quality review reports, approvals

Recruitment, human resources
management
Project management meetings,
minutes, workshops, project
results documentation

Project progress report

Risk management, updating
of risk list
Contracts, accounting, perfor-
mance of the contract

Additions to the business case,
change to assumptions

Results provided by the project
teams, prototypes, test plans,
tests

Project organization,
project roles

Dissolution of project
organization

Transfer of open issues

) Ideas for follow-up projects
to line ppro

Transfer of project results
to line

Historical cost-benefit
analysis, margin/variance
analyses

Completion diagram

Quality review reports,
approvals
Dissolution of project
team

Knowledge transfer

) Lessons learned
(transfer to line)

End stage report -

Completion accounts -

1I. AUDITAREA BUSINESS CASE

1Il. AUDITAREA: BUSINESS REQUIREMENTS

Final results provided by

) Postimplementation results
the project teams
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The goal of the business requirement
audit is to evaluate the business require-
ments of the project and their implementa-
tion as part of the project work. Concerning
an approved business case, this type of audit
checks if the definition of the business requi-
rements and its subsequent implementation
are appropriate and if they are in accordance
with the legal, regulatory or specific guideli-
nes of the company.

According to DIIR (2008), the universal
structure of project audits is based on mana-
gement processes presented in the PMBOK®.
Within the important types of audit, there are
auditable audit objects, which are specific for
each stage of the project. The audit areas, project
stages and audit objects together are the project
audit universe, as set forth below in Table 1:

According to DIIR (2008), the matrix shows
a minimum structure only.. Other audit objecti-
ves may be included depending on the project
content, schedule, and special characteristics and
circumstances, on specific factors of the organi-
zation, and on the audit work in progress.

Reusch (2011) corroborates this by men-
tioning that, in comparison with PMBOK’s®
project management standards and good prac-
tices, the project audit to be performed need to
add some knowledge areas and process groups.
The author highlights that, concerning PM-
BOK®, two knowledge are missing: project
funding and social responsibility. He states that
the development of project management stan-
dards and good practices must fill those gaps

Table 2: Review of the project progress from three perspectives: schedule, budget
Types of project disbursement and technical aspects.
management Review of the project team’s practices to ensure compliance with the pro-
audits cess and its efficiency to achieve goals

Source: Cleland and
Ireland (2012)
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Review of the technical or administrative system, e.g. the communication
plan, which is a supporting operation or role of the project.
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as fast as possible. He emphasizes that auditors
can promote a higher development of rules on
project management when they go beyond the
already existing project management standards
and good practices.

2.3 CLELAND AND IRELAND’S STUDY

According to Cleland and Ireland (2012),
project audits vary according to the need of
comparing the plan and the effective execution
practices. Planning them ensures that the rele-
vant areas are audited by comparing each of
them with the plan, the standard, the process,
the procedure or the practice of the project.

The authors mention that the constitution
of the audit team depends on the purpose of the
work. Besides, the success of the work is con-
nected to the team’s skills, knowledge and abili-
ty. Additionally, the authors emphasize that the
auditors do not need a technical qualification in
project management. Table 2 presents the types
of project audits with their respective purposes
and expected results: The authors emphasize
that the ways to conduct audits are similar, be-
cause they are designed to identify the activities
that complies with the project basic documenta-
tion and the differences between what is in the
plan and what was actually done.

2.4 YAMEI'S STUDY

Yamei (2013) presents important critical
control points concerning audit types that are

TYPES OF PROJECT AUDIT PURPOSES RESULTS

Comparison between the planned progress and the effective completion
from the three perspectives.

To ensure that the process will produce the results expected.

Information on the adequacy of the supporting system of work in the
project. To ensure the system works in compliance with the documented
orientation.

Review of the technical completion of the project in the product construc-  To report the degree of convergence between the technical parameters and
tion, and if the latter complies with the plan.
To verify the compliance with contractual requirements and if the project
team is carrying out the work established in the contract.
Review of every aspect of a project and a comparison between the plan-
ned completion and the actual completion. project.

Review of the specific parameters of a project to determine the project
Spedial status and progress. A special audit occurs due to a loss of confidence in
the project completion.

the work parameters.
Report of the level of fulfilment of the contractual requirements.

Report of the level of fulfillment of the requirements to complete the

Report focused on the project progress and status. It may present some
recommendations to improve the actual status of the project.
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related to every project management process,
as follows:

The audit of the investment decision-
-making process must occur in the project
planning stage, with a special focus on
the project proposals, the feasibility stu-
dy, and the project approval to avoid
inconvenient decisions;

The audit of project proposals verifies
whether the project establishment is real
and whether the procedures of report de-
livery are complete and relevant;

The audit of the feasibility study of the
project focus on the prevention or re-
duction of errors in policy decisions and
determines the validity of the conclusions
about the feasibility. At this stage, the
main forms of audit are scrutiny and the
comparative analysis;

The management audit in project plan-
ning must check the technical conception
of the project, and include the cost bud-
get, the planning itself, and bidding and
contract-related aspects;

The audit of the project conception ve-
rifies the implementation of bidding
procedures (legality of project contracts

and specific regulation) and whether the
companies involved have the necessary
qualifications. At this stage, the most
important task is to identify unjustified
problems that result in waste or excessive
changes in the project, which may incre-
ase the costs or difficulties to control it;

The audit of the cost budget examines if
the budget is reasonable, controlled, and
adjustable, and if it meets the require-
ments of the standards applicable;

Auditing in the project implementation
stage helps verify the development, the
quality and the cost management of the
project. It must be based on the concep-
tion of documents, contracts, and annual
plans; and

The audit conducted in the project deli-
very stage evaluates the importance of
the completion and the economic bene-
fits of the project. It manages surplus
materials and equipment, and the pro-
ject data transfer and archiving. It also
verifies if the accounting related to the
project completion includes information
on the project budget execution, the fun-
ding sources, if the construction cost was
reasonable, and if the project delivery and
schedule format was correct.
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Finally, Yamei (2013) highlights that the
project audit results need a deep analysis, since
the audit work does not determine the origin
of the existing problems.

2.5 BRAZILIAN NATIONAL STANDARDS
ORGANIZATION - ABNT

Project auditing is focused on the dy-
namics of project decisions and governance
controls to fulfill the organization’s superior
strategies, which are defined in a program,
portfolio or in a project-focused corporate
policy.

According to the NBR 12677(2014), the
organization must conduct intern audits at pre-
viously planned periods to determine whether
the project management system meets the plan-
ned dispositions and requirements, and if it was
kept and put into practice.

According to NBR 12677 (2014), the pro-
ject governance principles to audit project ma-
nagement systems are: continuous business
justification, accountability, performance, con-
formity, emphasis on the project management,
and experiential learning. Regarding these prin-
ciples, the upper management should prove its
commitment with the establishment, the im-
plementation, the operation, monitoring, the
critical analysis, the maintenance and the im-
provement of the project management system
by means of a documented and periodically
validated tool.

The business case is a tool used to jud-
ge whether the project must continue or
not. The client’s requirements must be in
the business case. This tool must be docu-
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mented and updated throughout the project
life cycle.

According to NBR 16277(2014), the types
of project audit presented in Table 3 help to
better meet the various demands on a project
audit, regarding the audit nature, its results and
the report production.

The time to conduct each type of audit
depends on the needs of the organizations; each
of them choses the appropriate type to apply
and its periodicity.

2.6 SHARBATOGHLIE AND SEPEHRI'S STUDY

According to Sharbatoghlie and Sepehri
(2015), in a traditional approach to project
management, the project activities are rarely
monitored and audited and, still, in a period
of time that may last weeks or months. The
authors add that the project management au-
dit carried out in a considerable lag can create
inefficiencies, such as delays and budget bust.

Thus, Sharbatoghlie and Sepehri (2015)
emphasize that a project management model
under continuous auditing can significantly
improve the ability of the project management
team to monitor project activities.

The new continuous auditing approach
is the introduction of a dynamic and advanced
system of intern audit that aims to identify,
capture and critically store data, information
and knowledge generated during the project
execution. Using data, information and the
knowledge available, public and private com-
panies and government agencies can monitor
and report their control variables on a conti-
nuous basis.

I CRITERIOS DEVERIFICACAO
OBJETO DA AUDITORIA ”
Table 3: ESTRATEGIAS ORGANIZACIONAIS REQUISITOS DOS CLIENTES
Types of project jtori ili i =
yp proj Auditoria da responsabllldade em  Andlise df)s protessos decis6rios e suas conse T Gt
management projetos quéncias em termos de resultados
audits Auditoria de aplicagdo das estratégias  Alinhamento dos projetos as estratégias (Grau de realizacao dos objetivos estratégicos Nio se anlica
em projetos organizacionais da organizacdo P
o o ) Uso dos recursos nas aquisicdes necessdrias Grau de eficdcia no processo de aquisicdes . .
Auditoria de aquisigdes em projetos k ) Nao se aplica
a0s projetos do projeto
Auditoria de desempenho em Avaliacdo de resultados financeiros em termos  Grau de desempenho do projeto em relagdo el

projetos

Auditoria de conformidade em

Source: NBR 16277 projetos
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de competitividade e estratégias economicas
Questdes de qualidade em nivel de exceléncia

e requlacdo nas boas prticas do gerencia-
014) mento de projetos

a0s resultados financeiros esperados

Grau de efetividade dos acordos de nivel de

) ) Atendimento as cldusulas contratuais
servico do projeto
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3. ANALYSIS

In the studies by DIIR (2008), Cleland and
Ireland (2012), and ABNT, by means of NBR
16277 (2014), we observed the adoption of a
structure that gathers the audit types with ob-
jects, purposes, and criteria to conduct works
and achieve the expected results. McDonald
(2002), Yamei (2013), and Sharbatoghlie and Se-
pehri (2015) presented doctrinal aspects about
the conduct of project management audits fo-
cused on the general goals of the audit, the cri-
tical control points at each stage of a project,
and on the development of continuous audits.

McDonald (2002) focused on defining the
main goals of the project management audit.
DIIR’s project audit universe (2008) consist of
three main audit types that address the project
management, the business case, and the busi-
ness requirements, respectively. Their objects
are the project stages and the areas to be audi-
ted according to the statements of the project
plan. DIIR’s research (2008) presented three
audit types arranged in a matrix that includes
the stages of a project.

Similarly to McDonald, Cleland and Ire-
land (2012) highlighted the objectives of a pro-
ject management audit. They described the
importance of an appropriate audit planning
and the constitution of the audit team. Compa-
red to DIIR’s study (2008), Cleland and Ireland
(2012) presented seven types of project mana-

20

gement audit their respective purposes and ex-
pected results. They focused on the progress,
the process itself, the system, the product to
be delivered, the contracts, and the general and
specific aspects of the project. However, the
audit types proposed were not organized in
accordance with the stages of a given project.

Yamei (2013) highlighted that the results
of a project management audit need a deep,
thorough analysis, since audit works do not
determine the origin of the problems. The au-
thor clearly presented the main critical control
points of each stage of the project.

Evidences Yamei’s study (2013) sugges-
ted types of audit to work as control points in
project management. Such audits are related to
the following topics: decision-making process
of the project, proposals, project feasibility,
planning, design, cost, implementation, and
product delivery.

NBR 12677 (ABNT, 2014) presented six go-
vernance principles that should be observed du-
ring audits. Similarly to Cleland and Ireland’s and
DIIR’s studies, ABNT presented five types of pro-
ject management audit, but they are not organized
according to the stages of a project. It classified
the audits in accountability, strategy, procure-
ment, performance, and conformity audits. These
audit types indicate their respective objects and
criteria to help conduct the audit works.

Sharbatoghlie and Sepehri (2015) did not
address the appropriate audit types for each
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stage of a project. However, they warned about
the need of a minimum period of time between
project management audits to avoid inefficien-
cies in the project conduction. In this situation,
the continuous audit would be an important
tool to the project management. NBR 12677
(2014) goes in the same direction. It advises
organizations to perform internal audits at pre-
viously planned periods to determine if the
project management system complies with the
planned arrangements.

4. FINAL REMARKS

This research gathered an important and
appropriate large theoretical background that
will help the implementation of good practi-
ces and management procedures in the project
management scope. It also provided informa-
tion to society as a whole through the audits
performed.

We identified the similarities and diffe-
rences between the approaches adopted. From
the results obtained, we concluded that project
management audits do not count with a specific
literature or procedural aspects defined. This
paper corroborated this fact by pointing out the
diversity of methods used to conduct project
management audits.

Project management audit is a complex
task with many nuances, variations, objecti-
ves, and forms of conduct. This complexity
arises from the project to be carried out and
from the good practice of project management
chosen.

We cannot guarantee that this research
has covered all the important points requi-
red for an efficient project management audit.
Thus, we suggest the extension of this study
based on references of other good practices
of project management not described in the
PMBOK®.
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THE JOURNAL
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THE EDITORIAL BOARD
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is presided by the Court’s Vice-President and it is
comprised by the oldest Auditor in office, by the
General Prosecutor of the TCU Public Prosecutor’s
Office, by the General Secretary of Government
Auditing, the General Secretary of the Presidency,
and the General Director of the Serzedello Correa
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SELECTION OF ARTICLES

Analysis and selection of material to be published
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1. compatibility with the theme of the Journal’s ;
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work topics;

3. quality, objectiveness and impersonality of
produced text.

NON-REMUNERATION

Approval and publication of works in the TCU
Journal does not entitle authors to monetary
compensation since distribution of the Journal is free.
However, copyrights under the form of the Law are
safeguarded.

Each author will receive five copies of the Journal
issue in which his/her work has been published.
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INTELLECTUAL RESPONSIBILITY

Approved texts are published without any change in
content. Concepts and opinions expressed in signed
doctrinal works are the sole responsibility of the
authors.

Published works may be disseminated elsewhere
as long as the TCU Journal is quoted, informing the
year, issue number, and publishing date.

HOW TO SUBMIT CONTRIBUTIONS

Those interested in publishing works in the TCU
journal should send their text to revista@tcu.gov.br,
with the following specifications:

Regarding formatting

File format: .doc/.docx extensions

Font: Times New Roman — size 11.

Titles and subtitles in bold.

First line of paragraphs indented by 1 cm and

justified alignment.

Simple spacing between lines.

Avoid blank lines between paragraphs.

Page format: A4 (21x29.7 cm)

All margins with 2 cm.

Maximum of 7 pages (references not considered).

0. Text abstract according to technical norms
standards.

11. Every highlight in the text should be in bold.

Use of italics is restricted to words foreign to the

English language.
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Regarding author’s identification

Include a five lines maximum resume in the article of,
in the following standard:

Mr. So and So is an employee of the Federal

Court of Accounts - Brazil, with a BA in Business
Administration from the University of Brasilia (UnB)
and an MA in Public Administration from the Federal

University of Rio de Janeiro (UFR]).

Send a picture whose minimum size is 10x15cm and
resolution is 300dpi.
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Provide address for shipment of copies of the Journal
issue in which the work is published.

Regarding the content

Texts should present wording suited to standard use
of the English language.

Moderate use of footnotes and citations is
recommended.

Regarding citations

Citations should be made in accordance with
technical standards and should be carefully checked
by authors. Sources should be mentioned in the text.

Regarding references

At the end, the text shall have a full list of references
of documents used by author as theoretical fbasis.

Only published works or works available for public
access should be used.

References should be prepared according to technical
standards.
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